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ABSTRACT
This paperpresentsempirical measurementsof wireless
media streamingtraf�c in an IEEE 802.11bwirelessad
hoc network. The resultsshow that the IEEE 802.11b
WLAN cansupportupto 8 clientswith goodmediastream-
ing quality, with eachclient receiving a separate400kbps
video streamand128 kbpsaudiostream. With 9 clients,
the WLAN is overloaded,and performancedegradesfor
all clients. Finally, we demonstratea “bad apple” phe-
nomenonin wirelessad hoc networks, whereina single
client with poor wirelessconnectivity disruptsthe media
streamingquality for all clientssharingtheWLAN.
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1 Intr oduction

Thepopularityof wirelessLANs andtheemergenceof me-
dia streamingapplicationson the Internet jointly enable
wirelessmultimediastreaming[1, 2, 3, 4, 5, 6]. The“wire-
lessWeb” is now partof our daily lives,in theclassroom,
theof�ce, andthehome[7, 8, 9, 10, 11]. Typicalstreaming
applicationsinclude seminars,media events,sports,and
entertainmentapplications.Educatorscanembracewire-
lesstechnologiesto provideon-lineaccessto lecturenotes,
demos,andothersupplementarymaterialin theclassroom.

In this paper, we studywirelessmultimediastream-
ing performancein an IEEE 802.11bclassroomareanet-
work. Weuseclassroommeasurementsandlaboratorytests
to determineexperimentallytheachievablestreamingper-
formancefor clientson anIEEE 802.11bWLAN. We also
studytheperformancecapabilitiesof a Darwin Streaming
Server [12] running on a laptop computerwith an IEEE
802.11bwirelessinterface. All laptopsarecon�gured in
ad hoc mode. The clientsaccessmediacontentfrom the
wirelessstreamingserver. A wirelessnetwork analyzeris
usedto collectpacket tracesfrom thewirelesschannel.

Our experimentsfocuson issuessuchasnumberof
wirelessclients,wirelessconnectivity, protocolef�ciency,
andperformanceunderoverload.Theresultsshow thatthe
IEEE 802.11bWLAN cansupportup to 8 clients,eachre-
ceiving individual audio(128 kbps)andvideo (400 kbps)
streams.Theaggregatenetwork loadis approximately4.6

Mbps.With 9 clients,theWLAN saturates,degradingper-
formancefor all clients. Finally, we demonstratea “bad
apple”phenomenonin wirelessadhocnetworks: a single
clientwith poorWLAN connectivity candisruptthemedia
streamingquality for all clientsin theWLAN.

The remainderof this paper is organizedas fol-
lows. Section2 providesbackgroundinformationon IEEE
802.11bwirelessLANs and multimediastreaming. Sec-
tion 3 describestheexperimentalsetupfor our study. Sec-
tion 4 andSection5 presentthemeasurementresults.Fi-
nally, Section6 concludesthepaper.

2 Background

2.1 IEEE 802.11bWir elessLAN

TheIEEE 802.11bWLAN standard[13] is a populartech-
nology in thewirelessLAN market today. “WiFi” (Wire-
lessFidelity) provideslow-costwirelessInternetcapability
for endusers,with datatransmissionratesof upto 11Mbps
at thephysicallayer.

The IEEE 802.11 standard allows two types of
WLAN con�gurations. In infrastructure mode, all mobile
stationsin the WLAN communicatevia an AccessPoint
(AP) connectedto the external Internet. In ad hoc mode,
all the stationsin the WLAN communicatedirectly with
eachother, without requiringanAP. Framesareaddressed
directly from senderto receiver usingtheMAC addresses
in theframeheader.

The IEEE 802.11bstandardde�nes the channelac-
cessprotocolusedat theMAC layer, namelyCarrierSense
Multiple Accesswith CollisionAvoidance(CSMA/CA). It
alsode�nes the frameformatsusedat the datalink layer:
128-bit preamble,16-bit Start-of-Framedelimiter, 48-bit
PLCP(PhysicalLayerConvergenceProtocol)header, fol-
lowed by a 24-byteLLC header, anda variablesizepay-
load, often usedfor carryingIP packets. Framesthat are
correctlyreceivedover thesharedwirelesschannelareac-
knowledgedby the receiver. Unacknowledgedframesare
retransmittedby thesenderafterashorttimeout(afew mil-
liseconds),usingthesameMAC protocol.

Our paperstudiesmedia streamingperformancein
ad hoc IEEE 802.11bnetworks. IEEE 802.11bsolutions
are widely available today, from many vendors. Many



802.11b-basednetworks have beeninstalledin businesses
and public areas. Price points for this technologyare
rapidly declining. However, the MAC mechanismssup-
portedby IEEE 802.11b,namelyDistributedCoordination
Function(DCF) and Point CoordinationFunction(PCF),
provide limited supportfor multimedia.In particular, they
donot supportmultiple concurrentmediastreamswell.

Currently, the IEEE 802.11egroup is developing
MAC improvementsto supportQoSsensitiveapplications.
The IEEE 802.11eis underdesignandin thestandardiza-
tionprocess.A draftspeci�cationisavailable.It introduces
two additionalMAC modes:theEnhancedDistributedCo-
ordinationFunction(EDCF) andtheHybrid Coordination
Function(HCF), to enablea bettermobileuserexperience
and to make more ef�cient use of the wirelesschannel.
Productavailability will follow once802.11eis �nalized.

2.2 Multimedia Streaming

Streamingtechnologydeliversmultimediacontentover a
network from a server to a client in real time. The media
is not downloadedto a viewer's hard drive. Rather, the
mediais playedas the client receives it (exceptpossibly
for a shortbufferingdelay).If theclient wishesto play the
mediaagain,thestreamingprocessis repeated.

An end-to-endstreamingsystemrequiresastreaming
mediaserver anda client mediaplayer. Media clips can
be createdwith productiontools to convert audio, video,
or animationto a digital formatsuchasMPEG-4.Stream-
ing serverssuchasthe Darwin StreamingServer (Apple)
or RealServer (RealNetworks) can deliver mediaclips to
clientsrunningMP4Player, RealPlayer, or QuickTime.

The main networking protocolsusedfor multimedia
streamingareReal-Time StreamingProtocol(RTSP)[14],
Real-Time Control Protocol(RTCP) [15], andReal-Time
Protocol(RTP) [15]. RTSPis a signallingprotocolusedto
establishandmanageaclient/serverstreamingconnection,
including sessioninitiation and media negotiation. The
RTSPconnectionlaststhroughoutthemediastreamingses-
sion,in casetheclientwishesto pause,stop,rewind, or re-
play the mediastream. RTP andRTCP are the protocols
usedto transmitandcontrol theactualmediadata.RTP is
a commonly-usedprotocolfor real-timemultimediatrans-
port over IP networks. RTCPis anadaptive feedbackcon-
trol protocolfor RTP.

Themediastreamingsystemusedin this paperis the
DarwinStreamingServer [12]. A mediastreamingsession
hasthreedistinctphases:

� Initialization. Theclient requestsaselectedmedia�le
from theserver, usingRTSPoverTCP. Theserver re-
turns mediaformat information to the client, which
thenissuesa setup requestto specifytheprotocols
and ports for transmission. The server replieswith
theselectedprotocol,acknowledgingtheclient's port
numbers,and indicating port numbersfor feedback
sentby the client. Next, the client issuesthe play
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Figure1. ExperimentalSetupfor Streaming

request. The server respondswith “OK”, plus syn-
chronizationinformationfor theupcomingRTCPand
RTP �o ws.

� Media Transmission. RTCP andRTP work together,
bothrunningoverUDP. TheRTP protocolpacketizes
andsendsthe mediadatato the client (e.g.,video to
port 1024,andaudioto port 1026).TheRTCPinfo is
sentto ports1025and1027.

� SessionTermination. Whenthestreamingis �nished,
theserver initiatesafour-wayTCPhandshaketo close
theRTSP/TCPconnection.

3 Experimental Methodology

3.1 Experimental Setup

In ourwork,weuseanadhocWLAN asshown in Figure1.
Thesimpletestbedconsistsof severalwirelessclientsand
a streamingserver. In addition, we use a wirelessnet-
work analyzerto monitor thewirelesschannel.Eachlap-
top hasa CiscoAironet 350 SeriesAdapterfor accessto
the IEEE 802.11bWLAN. The wirelesscardsoperatein
adhocmode.

ThewirelessclientsrunMP4Player[16] to accessand
playmediacontentfrom theDarwinStreamingServer[12].
The mediastreamingsessionusesRTSP over TCP, RTP
over UDP, RTCP over UDP, aswell asthe IEEE 802.11b
MAC protocols. We run a specially instrumentedLinux
kernel on the streamingserver to recordpacket arrivals,
packet departures,andpacket queueingeventsat thewire-
lessnetwork interface.

WLAN traf�c measurementsare collectedusing a
wirelessnetwork analyzer. Its wirelessnetwork cardop-
eratesin promiscuousmode,recordingall activity on the
wirelessLAN (i.e., frame transmissions,MAC-layer re-
transmissions).Decodingof the capturedtracesenables
protocolanalysisat theMAC, IP, andTCP/UDPlayers.

TheMP4Playerapplicationprovidessummaryinfor-
mationaboutvideo andaudioplaybackrates. This infor-
mationcomplementsournetwork traf�c measurements.



3.2 Media Traf�c Characterization

The primary video clip usedin our experimentsis an 8-
minuteclip from themovie Au Revoir LesEnfants(1988).
Wedigitizedthisclip, convertingit from its VHS versionto
anMPEG-4format.Thespeci�edmediaratesfor thecom-
pressionwere400kbpsfor videoand128kbpsfor audio.
Analysisof theresultingclip showedanaveragevideorate
of 394kbps(30 fps),with 128kbpsaudio(43 fps).

Figure2 shows the video framesizedistribution for
this media clip. Figure 2(a) shows the overall distribu-
tion for the14,854frames.The meanframesizeis 1,641
bytes.About90%of theframesizesarebetween1000and
2000bytes,while 1.4%of theframesarelargerthan4 KB.
The distribution for the 214 large frame sizesappearsin
Figure2(b). Theseframesprimarily representI-framesin
theMPEG-4encoding,appearingperiodicallyin thevideo
traceevery 90 frames. However, this structurevariesoc-
casionallyin the trace,perhapsdueto scenechangesand
differentcameraangles.
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At coarse-graintimescales(e.g.,30secondsormore),
the video is ConstantBit Rate(CBR), consistentwith its
compressionspeci�cation. However, thevideois Variable
Bit Rate(VBR) at �ner -graintime scales(e.g.,10 seconds
or less).TheVBR pro�le affectstheperformanceof wire-
lessmediastreaming.

4 ClassroomMeasurements

We conducteda live classroomtestof our wirelessmedia
streamingtechnologyin March2004.With thecooperation
of theFrenchDepartmentat theUniversityof Calgary, we
usedawirelessadhocnetwork to providemediastreaming
to studentsin a Frenchcinematographyclass.Therewere
15 studentsin the class. We provided8 client laptopsfor
themto sharewhile accessingcontentin theclassroom.

The classroomexperimentlasted20 minutes. Three
media clips were provided to the students:an 8-minute
clip, a30-secondclip, anda20-secondclip. Studentswere
instructedto view the 8-minuteclip, andthencompletea
multiple-choicequiz about the �lm. Clients usea Web
browserto downloadthequizfrom thewirelessWebserver
(thesamelaptoprunningtheDarwin StreamingServer) in
theclassroom,answeringthequestions,andsubmittingthe
completedquiz to theWebserver. Studentscouldview the
shorterclips whenansweringspeci�c quizquestions.

The experimentwas conductedsuccessfully. All 8
clientsviewed the �lm clip andcompletedthe quiz. Stu-
dentfeedbackregardingthe useof thewirelessstreaming
technologyin theclassroomwasverypositive.

Table1 summarizesthenetwork traf�c measurement
resultsfrom the live classroomexperiment.During the20
minute test, therewere469,778packetssentsuccessfully
acrosstheWLAN. Over 99%of thesewereUDP packets,
for the mediastreaming.The TCP packetswereinitiated
by RTSPstreamingsessions,andby theHTTPtransactions
with theWebserver. Wirelesschannelerrorswerenegligi-
ble: 0.5%of thepacketswereMAC-layerretransmissions.

Table1. Network Traf�c Summary

Item Value

TraceDuration 20minutes
Total Packets 469,778
UDP Packets(99.3%) 466,331
TCPPackets(0.7%) 3,447
MAC-layerRetransmissions 2,041
CRCErrors 118

Figure3 illustratestheWLAN usageduringtheclass-
roomexperiment.TheUDPmediastreamingin Figure3(a)
dominatestheactivity. ThesmallTCPtraf�c spikesin the
�rst 200 secondsof Figure 3(b) show when eachclient
startedits RTSP streamingsession. The corresponding
jumpsin UDP traf�c areevident in Figure3(a). Whenthe
8-minutemediaclip completes,the clients initiate HTTP
activity to the Web server. Several clients activate UDP
mediastreamingwhile completingthequiz.

In the�rst 10minutes,whenall 8 clientswerestream-
ing the8-minuteclip, theaggregatetransmissionratewas
relatively stablearound4.6Mbps. In thesecondhalf of the
trace,thetransmissionratevarieddueto themixedHTTP
andRTSPrequests,andnon-deterministicuserbehavior.
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Figure3. ClassroomWLAN Usage

Themultimediastreamingclearlyplacestheheaviest
demandon theWLAN. Prior work shows that theachiev-
able throughputon an IEEE 802.11bWLAN is typically
5-6 Mbps [7, 17]. Our achieved throughputis slightly
lower. Onereasonis that neitherUDP nor TCP usefull-
sizedpacketson the WLAN. For example,the UDP traf-
�c is dominatedby 1200-bytepayloads. Larger packet
sizescould improve protocolef�ciency, by amortizingthe
WLAN channelaccessoverhead.

Theseresultsshow thata portablemediaserver with
anadhocIEEE802.11bWLAN cansupport8 clientswith
adequatemediastreamingquality. Aggregatenetwork us-
ageof 4.6Mbpsis achievable.

5 Additional Experiments

To betterunderstandwirelessmediastreamingbehaviour,
weconductedseveraladditionalexperimentsin ourlab,un-
der controlledconditions. Theseexperimentsusedaddi-
tional systeminstrumentationto providemoreinformation
aboutWLAN performance.

The additional experimentsfocusedon multimedia
contentstreamingonly (i.e., no Web/HTTPtransactions).
We usedthesamesystemsetupasdescribedin Section3.
In the �rst experiment, we study how the number of
clients affects the server's mediastreamingperformance.
In thesecondexperiment,we explorethe“bad apple”phe-
nomenon.
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Figure4. ServerLink-LayerQueueBehaviour

5.1 Number of Clients

Earlier results indicatedthat the WLAN can adequately
support8 clients. Here we revisit this issuefor 1, 4, 8,
and9 clients,studyingtheserver-sideWLAN bottleneck.

In theLinux kernel,a packet to be sent�rst entersa
sharedFIFO queuewith otherpackets(if any) waiting for
network transmission.We are interestedin the queueing
behaviour at theWLAN interface.

Figure4 shows the server-side link-layer queuedy-
namicsfor 1, 4, 8, and 9 clients. Figure 4(a) shows the
resultsfor asingleclient. Thereis low delayat theserver's
WLAN interfacequeue,with typically 1-10packetspend-
ing. With 4 clients (Figure 4(b)), the occupancy of the
server's link-layer queueincreases.Thedefault queueca-
pacityin Linux is 100packets.With 8 clients(Figure4(c)),
the queueoccasionallyreachesthis limit, thoughthe sys-
temstill runswell.

The systembecomesunstablewith 9 clients. The
WLAN is the bottleneck. The queueincreasesdramati-
cally (seeFigure4(d)), andpacket lossesoccur. The large
queueincreasesthedelayfor all packets,increasingtherisk
of late-arriving packetsbeingdiscardedat theplayer. This
problemaffectsall theclientsin thesystemsincethey share
the sameserver queue. As a result, 9 clients experience
poorplaybackperformance.

Table 2 summarizesthe playback performancein
termsof video rate,audiorate,displayedframes,skipped
frames,and averagelateness. Ideally, the remotevideo
andaudioplaybackshouldmatchthelocal playbackrates.
Missingframesareanindicationof qualitydegradation,as
areskippedframesandincreasinglateness.

The results in Table 2 show that remoteplayback
works well for up to 8 clients,but degradesfor 9 clients.
Latenessincreases,and more video framesare skipped.
Theeffectivemediaplaybackratedecreases.
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Figure5. Network Usage(top)andQueueBehaviour (bottom)showing the“Bad Apple” Phenomenon

Table2. Media PlayerPerformancewith DifferentNum-
bersof Clients

Numberof Clients 1 4 8 9

Videorate(fps) 29.96 29.96 29.87 27.36
Audio rate(fps) 43.07 43.09 43.03 39.76
Displayedframes 14,854 14,854 14,809 13,567
Skippedvideo
frames

0 0 4 5

Avg lateness(sec) 1 2.5 3.75 24.67

5.2 The “Bad Apple” Phenomenon

Bai etal. [1] reporteda “badapple”phenomenonfor wire-
lessmediastreaming. When one mobile client haspoor
wirelessconnectivity in theWLAN, this client candisrupt
mediastreamingquality for all of the otherclients in the
WLAN. In otherwords,the “bad applespoils the batch”.
The disruption persistsuntil the “bad apple” rejoins the
WLAN with adequatenetwork connectivity, atwhichpoint
themediastreamingsessions(if they survive)resume.

In thissection,westudythe“badapple”phenomenon
moreclosely, to identify its rootcause,andexplorepossible
solutions. We conductthis experimentin our laboratory
with 4 clients,placingonly moderateloadon theWLAN.
During the experiment,we dislodgethe wirelessnetwork
cardfor oneof theclients,andobservetheresults.Wethen
quickly replacethewirelessnetwork card,andcontinuethe
streamingexperiment.

Figure5 shows theresultsfrom this experiment.The
top row of graphsplotstheaggregateWLAN usageduring
the experiment,while the bottomrow of graphsplots the
server's link-layer queueoccupancy. The leftmostcolumn
of graphsis for thenormal4-client case.Themiddlecol-
umnof graphsis for the4-clientcasewith one“badapple”.

Therightmostcolumnof graphsconsidersthe“bad apple”
casewith oneof ourproposedsolutions.

Figure5(a)showsthenormalcase.Thenetwork load
is approximately2 Mbps,andtheserver'squeue�uctuates
between0 and20packets.

Figure5(b) shows the“bad apple”scenario.Thenet-
work load is approximately2 Mbps mostof the time, but
thereis a sharpdeclinein effective utilization during the
network outagefor the disconnectedclient. The outage
manifestsitself in the server's queue,which rapidly �lls
at the time of the network anomaly, causingsomepacket
losses.ThequeuestabilizeswhentheWLAN connectivity
for the“badapple”is restoreda few secondslater.

The“badapple”phenomenonis explainedasfollows.
The FIFO queueat theserver's WLAN interfacecontains
an arbitrary interleaving of server-generatedpackets for
differentclients. At somepoint in time, the front packet
in the queueis destinedto the disconnectedclient. The
IEEE 802.11bprotocoltries in vain to sendthis packet to
the client, retransmittingrepeatedly, with a randomdelay
betweeneachattempt. No MAC-layer ACK is received,
andretransmissionscontinueuntil themaximumretrylimit
(default 16) is reached. At this point, the packet for the
“badapple”client is discarded,andtheserver'sWLAN in-
terfacetacklesthenext waitingpacket in theFIFO queue.

In essence,this problemis a transientmanifestation
of HeadOf Line (HOL) blocking, at the MAC layer. We
suspectthat the samephenomenonwould occur in IEEE
802.11e. All pendingpackets in the queueare blocked
while the front packet undergoesretransmissions.Theef-
fectiveservicerateof thequeuediminishes.Sincetheme-
dia server continuesto generatepacketsfor the streaming
clients,thequeue�lls andover�ows.Whenthe“badapple”
reconnects,theservicerateof theWLAN queuereturnsto
normal,andthebacklogdissipates.



Table3. StatisticalSummaryof “Bad Apple” Phenomenon

Scenario Normal4 Clients 1 Bad,Retry=16 1 Bad,Retry=1

Videorate(fps) 29.96 29.69 29.77
Audio rate(fps) 43.09 41.84 42.90
Avg skippedvideoframes 0 36 2
(perclient statistics) (0/0/0/0) (37/34/27/46) (0/0/0/7)

14,854 14,524 14,774Avg displayedframes
(14,854/14,854) (14,545/14,534) (14,774/14,777)(perclient statistics)
(14,854/14,852) (14,560/14,455) (14,771/14,125)

Avg lateness(sec) 2.5 14.5 5.75

Several possible�x es for this problemarepossible.
Oneapproachwouldbeto usemultiplequeuesat thewire-
less network interface, with one queuefor each client.
However, thequeuesalonearenotsuf�cient. A scheduling
discipline is alsoneededto arbitrateamongstthe queues,
giving precedenceto well-connectedclients,andminimal
serviceto the “bad apple”. A secondapproachwould be
to useseparatetransmissionchannels(frequencies,in Hz)
for eachclient,but thishashardwareimplicationson IEEE
802.11btransmittersandreceivers. A third approach,and
onethat we proposeasan interim solution,is to limit the
numberof MAC-layerretransmissions.

To testthe lattersolution,we con�gured theserver's
wirelessnetwork cardto allow at mostoneMAC-layerre-
transmissionof eachframe. The resultsfrom this con�g-
urationareshown in Figure5(c). Only a small queuere-
sponseis seenat theserver at thetime of thenetwork out-
age,andthesystemrecoversquickly.

Table 3 provides a statisticalsummaryof the “bad
apple”phenomenon,andtheeffectivenessof our solution.
This zero-costsolutionsolvesthe“bad apple”problemfor
wirelessmediastreaming,but at therisk of introducingun-
reliablewirelessdelivery for both TCP andUDP packets.
Our future work will investigatea moresatisfactorysolu-
tion for this problem.

6 Conclusions

This paperpresentsan empiricalstudyof wirelessmedia
streamingperformancein anIEEE802.11bwirelessadhoc
network. Experimentsareconductedin a classroomenvi-
ronmentwith students,aswell as in a researchlab under
controlledconditions.

Theexperimentalresultsshow thatanIEEE 802.11b
WLAN cansupportupto 8 clientswith goodmediastream-
ing quality. In our experiment,eachclient receivesa 400
kbps unicastvideo streamand a 128 kbps unicastaudio
stream,producingan aggregatenetwork load of approxi-
mately4.6Mbps.With 9 clients,theWLAN is overloaded,
andperformancedegradesfor all clients. We alsodemon-
stratethe“badapple”phenomenon:asingleclientwith in-
termittentwirelessconnectivity candisruptmediastream-
ing quality for all clientssharingtheWLAN.

The “bad apple” phenomenoncanseriouslydegrade
multimedia delivery in wirelessenvironments. We pre-
senteda simplesolutionto solve the “bad apple”problem
by limiting MAC-layer retransmissions.Finding a better
solutionfor the“badapple”phenomenonremainsasfuture
work. We arealsoinvestigatingmulticastprotocolsfor ef-
�cient wirelessmultimediastreaming.
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