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ABSTRACT

This paperpresentsempirical measurementsf wireless
mediastreamingtrafc in an IEEE 802.11bwirelessad
hoc network. The resultsshav that the IEEE 802.11b
WLAN cansupportupto 8 clientswith goodmediastream-
ing quality, with eachclientreceving a separatel00kbps
video streamand 128 kbps audio stream. With 9 clients,
the WLAN is overloaded,and performancedegradesfor
all clients. Finally, we demonstratea “bad apple” phe-
nomenonin wirelessad hoc networks, whereina single
client with poor wirelessconnectvity disruptsthe media
streamingquality for all clientssharingthe WLAN.
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1 Intr oduction

Thepopularityof wirelessLANs andtheemegenceof me-
dia streamingapplicationson the Internetjointly enable
wirelessmultimediastreamindl, 2, 3, 4, 5, 6]. The“wire-
lessWeb” is now partof our daily lives,in the classroom,
theof ce, andthehome[7, 8, 9, 10, 11]. Typical streaming
applicationsinclude seminars,media events, sports, and
entertainmenapplications. Educatorscan embracewire-
lesstechnologiedo provide on-lineaccesgo lecturenotes,
demosandothersupplementarynaterialin the classroom.
In this paper we study wirelessmultimediastream-
ing performancan an IEEE 802.11bclassroomareanet-
work. We useclassroommeasurementndlaboratorytests
to determineexperimentallythe achiezable streamingper
formancefor clientsonan|EEE 802.11bWLAN. We also
studythe performancecapabilitiesof a Darwin Streaming
Sener [12] running on a laptop computerwith an IEEE
802.11bwirelessinterface. All laptopsare con guredin
ad hoc mode. The clients accessnediacontentfrom the
wirelessstreamingsener. A wirelessnetwork analyzeris
usedto collectpaclettracesfrom thewirelesschannel.
Our experimentsfocus on issuessuchas numberof
wirelessclients, wirelessconnectvity, protocolef ciency,
andperformanceainderoverload.Theresultsshowv thatthe
IEEE802.11bWLAN cansupportup to 8 clients,eachre-
ceiving individual audio (128 kbps)andvideo (400 kbps)
streams.The aggrgatenetwork loadis approximately.6
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Mbps. With 9 clients,the WLAN saturatesgegradingper
formancefor all clients. Finally, we demonstratea “bad
apple” phenomenoiin wirelessad hoc networks: a single
clientwith poorWLAN connectvity candisruptthemedia
streaminguality for all clientsin the WLAN.

The remainderof this paperis organizedas fol-
lows. Section2 providesbackgroundnformationon IEEE
802.11bwirelessLANs and multimediastreaming. Sec-
tion 3 describeghe experimentaketupfor our study Sec-
tion 4 and Section5 presenthe measurementesults. Fi-
nally, Section6 concludeghe paper

2 Background
2.1 |IEEE 802.11bWireless_LAN

ThelEEE 802.11bWLAN standard13] is apopulartech-
nologyin the wirelessLAN markettoday “WiFi" (Wire-
lessFidelity) provideslow-costwirelesslinternetcapability
for enduserswith datatransmissiomatesof upto 11 Mbps
atthephysicallayer.

The IEEE 802.11 standardallows two types of
WLAN con gurations. In infrastructue mode all mobile
stationsin the WLAN communicatevia an AccessPoint
(AP) connectedo the externallInternet. In ad hoc mode
all the stationsin the WLAN communicatedirectly with
eachother, without requiringan AP. Framesareaddressed
directly from sendetto recever usingthe MAC addresses
in theframeheader

The IEEE 802.11bstandardde nes the channelac-
cesgrotocolusedatthe MAC layer, namelyCarrierSense
Multiple Accesswith Collision Avoidance({CSMA/CA). It
alsode nesthe frameformatsusedat the datalink layer:
128-hit preamble,16-bit Start-of-Framedelimiter, 48-bit
PLCP (PhysicalLayer CorvergenceProtocol)headerfol-
lowed by a 24-byteLLC headeranda variablesize pay-
load, often usedfor carryingIP paclets. Framesthat are
correctlyreceived over the sharedwirelesschannelareac-
knowledgedby therecever. Unacknavledgedframesare
retransmittedby the sendemfterashorttimeout(afew mil-
liseconds)usingthe sameMA C protocol.

Our paperstudiesmedia streamingperformancein
ad hoc IEEE 802.11bnetworks. IEEE 802.11bsolutions
are widely available today from mary vendors. Marny



802.11b-basedetworks have beeninstalledin businesses

and public areas. Price points for this technologyare
rapidly declining. However, the MAC mechanismsup-
portedby IEEE 802.11bnhamelyDistributedCoordination
Function(DCF) and Point CoordinationFunction (PCF),
provide limited supportfor multimedia. In particulay they
do not supportmultiple concurrenmediastreamsawell.
Currently the IEEE 802.11egroup is developing
MAC improvementgo supportQoSsensitie applications.
The IEEE 802.11eis underdesignandin the standardiza-
tion processA draftspeci cationis available.It introduces
two additionalMA C modes:the EnhancedistributedCo-
ordinationFunction(EDCF) andthe Hybrid Coordination
Function(HCF), to enablea bettermobile userexperience
andto make more ef cient use of the wirelesschannel.
Productavailability will follow once802.11ds nalized.

2.2 Multimedia Streaming

Streamingtechnologydelivers multimediacontentover a
network from a sener to a clientin realtime. The media
is not downloadedto a viewer's hard drive. Rather the
mediais playedasthe client recevesit (exceptpossibly
for ashortbuffering delay). If the clientwishesto play the
mediaagain,the streamingprocesss repeated.

An end-to-endstreamingsystenrequiresa streaming
mediasener and a client mediaplayer Media clips can
be createdwith productiontools to corvert audio, video,
or animationto a digital formatsuchasMPEG-4. Stream-
ing senerssuchasthe Darwin StreamingSener (Apple)
or RealSerer (RealNetvorks) can deliver mediaclips to
clientsrunningMP4PlayerRealPlayeror QuickTime.

The main networking protocolsusedfor multimedia
streamingare Real-Time StreamingProtocol(RTSP)[14],
Real-Time Control Protocol (RTCP) [15], and Real-Time
Protocol(RTP) [15]. RTSPis asignallingprotocolusedto
establisrandmanagea client/sener streamingconnection,
including sessioninitiation and media negotiation. The
RTSPconnectioriaststhroughouthemediastreamingses-
sion,in casethe clientwishesto pausestop,rewind, or re-
play the mediastream. RTP and RTCP arethe protocols
usedto transmitandcontrolthe actualmediadata. RTP is
a commonly-usegbrotocolfor real-timemultimediatrans-
portover IP networks. RTCPis anadaptve feedbackcon-
trol protocolfor RTP.

The mediastreamingsystemusedin this paperis the
Darwin StreamingSener [12]. A mediastreamingsession
hasthreedistinctphases:

Initialization. Theclientrequesta selectednedia le
from the sener, usingRTSPover TCP. Thesenerre-
turns mediaformat information to the client, which
thenissuesa setup requesto specifythe protocols
and ports for transmission. The sener replieswith
the selectedprotocol,acknavledgingthe client's port
numbers,and indicating port numbersfor feedback
sentby the client. Next, the client issuesthe play
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Figurel. ExperimentaSetupfor Streaming

request. The sener respondswith “OK”, plus syn-
chronizationinformationfor theupcomingRTCPand
RTP o ws.

Media Transmission RTCP and RTP work together
bothrunningover UDP. The RTP protocolpacletizes
and sendsthe mediadatato the client (e.g.,video to

port 1024,andaudioto port 1026). The RTCPinfo is

sentto ports1025and1027.

Sessionfermination Whenthe streamings nished,
thesenerinitiatesafour-way TCPhandshakto close
the RTSP/TCPconnection.

3 Experimental Methodology

3.1 Experimental Setup

In ourwork, we useanadhocWLAN asshovnin Figurel.
The simpletestbedconsistsof severalwirelessclientsand
a streamingsener. In addition, we use a wirelessnet-
work analyzerto monitor the wirelesschannel. Eachlap-
top hasa Cisco Aironet 350 SeriesAdapterfor accesgo
the IEEE 802.11bWLAN. The wirelesscardsoperatein
ad hocmode.

Thewirelessclientsrun MP4Playef16] to accessand
play mediacontenfrom theDarwin Streamingsener[12].
The mediastreamingsessionusesRTSP over TCR, RTP
over UDP, RTCP over UDP, aswell asthe IEEE 802.11b
MAC protocols. We run a speciallyinstrumented_inux
kernel on the streamingsener to record paclet arrivals,
paclet departuresandpaclet queueingeventsat the wire-
lessnetwork interface.

WLAN trafc measurementsre collectedusing a
wirelessnetwork analyzer Its wirelessnetwork card op-
eratesin promiscuousmode,recordingall activity on the
wirelessLAN (i.e., frame transmissionsMAC-layer re-
transmissions).Decodingof the capturedtracesenables
protocolanalysisatthe MAC, IP, andTCP/UDPlayers.

The MP4Playerapplicationprovidessummaryinfor-
mationaboutvideo and audio playbackrates. This infor-
mationcomplement®ur network traf c measurements.



3.2 Media Traf c Characterization

The primary video clip usedin our experimentsis an 8-
minuteclip from the movie Au Revoir LesEnfants(1988).
We digitizedthisclip, corvertingit fromits VHS versionto
anMPEG-4format. Thespeci ed mediaratesfor thecom-
pressiorwere400 kbpsfor video and 128 kbpsfor audio.
Analysisof theresultingclip shavedanaveragevideorate
of 394kbps(30fps), with 128kbpsaudio(43fps).

Figure 2 shows the video frame size distribution for
this mediaclip. Figure 2(a) shawvs the overall distribu-
tion for the 14,854frames. The meanframesizeis 1,641
bytes.About 90% of theframesizesarebetweenl000and
2000bytes,while 1.4%o0f theframesarelargerthan4 KB.
The distribution for the 214 large frame sizesappearsn
Figure2(b). Theseframesprimarily represent-framesin
the MPEG-4encoding appearingoeriodicallyin thevideo
traceevery 90 frames. However, this structurevariesoc-
casionallyin the trace,perhapsdueto scenechangesand
differentcameraangles.
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At coarse-graitime scalege.g.,30second®r more),
the video is ConstantBit Rate(CBR), consistentwith its
compressiorspeci cation. However, the videois Variable
Bit Rate(VBR) at ner-graintime scaleqe.g.,10 seconds
or less).The VBR pro le affectsthe performanceof wire-
lessmediastreaming.

4 Classoom Measurements

We conducted live classroontestof our wirelessmedia
streamingechnologyin March2004.With thecooperation
of the FrenchDepartmentt the University of Calgary we
usedawirelessadhocnetwork to provide mediastreaming
to studentsn a Frenchcinematographylass. Therewere
15 studentsdn the class. We provided 8 client laptopsfor
themto sharewhile accessingontentin theclassroom.

The classroomexperimentlasted20 minutes. Three
mediaclips were provided to the students: an 8-minute
clip, a30-seconctlip, anda 20-seconalip. Studentsvere
instructedto view the 8-minuteclip, andthencompletea
multiple-choicequiz aboutthe Im. Clients usea Web
browserto downloadthequiz from thewirelessWebsener
(the samelaptoprunningthe Darwin StreamingSener) in
theclassroomansweringhe questionsandsubmittingthe
completedquiz to theWeb sener. Studentxouldview the
shorterclips whenansweringspeci ¢ quiz questions.

The experimentwas conductedsuccessfully All 8
clientsviewed the Im clip andcompletedthe quiz. Stu-
dentfeedbackregardingthe useof the wirelessstreaming
technologyin the classroomwasvery positive.

Table1l summarizeshe network traf c measurement
resultsfrom the live classroomexperiment.During the 20
minute test, therewere 469,778paclets sentsuccessfully
acrosghe WLAN. Over 99% of thesewere UDP paclets,
for the mediastreaming. The TCP pacletswereinitiated
by RTSPstreamingessionsandby theHT TP transactions
with the Web sener. Wirelesschannekerrorswerenggligi-
ble: 0.5%of the pacletswereMA C-layerretransmissions.

Tablel. Network Traf ¢ Summary

| Item | Value |
TraceDuration 20 minutes
Total Packets 469,778
UDP Packets(99.3%) 466,331
TCP Packets(0.7%) 3,447
MAC-layerRetransmissions 2,041
CRCErrors 118

Figure3illustratestheWLAN usageduringtheclass-
roomexperiment.The UDP mediastreamingn Figure3(a)
dominategheactiity. ThesmallTCPtrafc spikesin the
rst 200 secondsof Figure 3(b) shaov when eachclient
startedits RTSP streamingsession. The corresponding
jumpsin UDP traf ¢ areevidentin Figure3(a). Whenthe
8-minutemediaclip completesthe clientsinitiate HTTP
actiity to the Web sener. Several clients activate UDP
mediastreamingwvhile completingthe quiz.

In the rst 10 minuteswhenall 8 clientswerestream-
ing the 8-minuteclip, the aggrejatetransmissiorratewas
relatively stablearound4.6 Mbps. In the seconchalf of the
trace,thetransmissiorratevarieddueto the mixedHTTP
andRTSPrequestsandnon-deterministiziserbehaior.
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Figure3. ClassroomWLAN Usage

The multimediastreamingclearly placesthe heaviest
demandon the WLAN. Prior work shows thatthe achiev-
ablethroughputon an IEEE 802.11bWLAN is typically
5-6 Mbps [7, 17]. Our achieved throughputis slightly
lower. Onereasonis that neitherUDP nor TCP usefull-
sizedpacketson the WLAN. For example,the UDP traf-
¢ is dominatedby 1200-bytepayloads. Larger paclet
sizescouldimprove protocolef ciency, by amortizingthe
WLAN channebcces®verhead.

Theseresultsshowv thata portablemediasener with
anadhoclEEE 802.11bWLAN cansupport8 clientswith
adequatemediastreamingquality. Aggregatenetwork us-
ageof 4.6 Mbpsis achievable.

5 Additional Experiments

To betterunderstandvirelessmediastreamingbehaiour,
we conductedeveraladditionalexperimentsn ourlab, un-
der controlled conditions. Theseexperimentsusedaddi-
tional systeminstrumentatiorio provide moreinformation
aboutWLAN performance.

The additional experimentsfocusedon multimedia

contentstreamingonly (i.e., no Web/HTTPtransactions).

We usedthe samesystemsetupasdescribedn Section3.
In the rst experiment, we study how the number of

clients affects the sener's mediastreamingperformance.

In the secondexperimentwe explorethe“bad apple”phe-
nomenon.
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Figure4. Sener Link-Layer QueueBehaviour

5.1 Number of Clients

Earlier resultsindicatedthat the WLAN can adequately
support8 clients. Here we revisit this issuefor 1, 4, 8,
and9 clients,studyingthe sener-sideWLAN bottleneck.

In the Linux kernel,a pacletto be sent rst entersa
sharedrIFO queuewith otherpaclets(if ary) waiting for
network transmission.We areinterestedn the queueing
behaiour atthe WLAN interface.

Figure 4 shavs the sener-side link-layer queuedy-
namicsfor 1, 4, 8, and 9 clients. Figure 4(a) shows the
resultsfor asingleclient. Thereis low delayatthesener's
WLAN interfacequeue with typically 1-10 packetspend-
ing. With 4 clients (Figure 4(b)), the occupang of the
sener's link-layer queueincreasesThe default queueca-
pacityin Linux is 100packets.With 8 clients(Figure4(c)),
the queueoccasionallyreacheghis limit, thoughthe sys-
temstill runswell.

The systembecomesunstablewith 9 clients. The
WLAN is the bottleneck. The queueincreasedramati-
cally (seeFigure4(d)), andpaclketlossesoccur Thelarge
gueudancreaseshedelayfor all paclets,increasingherisk
of late-arrving pacletsbeingdiscardedat the player This
problemaffectsall theclientsin thesystemnsincethey share
the samesener queue. As a result, 9 clients experience
poorplaybackperformance.

Table 2 summarizesthe playback performancein
termsof video rate,audiorate, displayedframes,skipped
frames, and averagelateness. Ideally, the remotevideo
andaudioplaybackshouldmatchthelocal playbackrates.
Missingframesareanindicationof quality degradationas
areskippedframesandincreasindateness.

The resultsin Table 2 shav that remote playback
works well for up to 8 clients, but degradesfor 9 clients.
Latenessncreasesand more video framesare skipped.
The effective mediaplaybackratedecreases.
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Table2. Media PlayerPerformancevith DifferentNum-
bersof Clients

| Numberof Clients | 1 | 4 | 8 | 9 |
Videorate(fps) 29.96 | 29.96 | 29.87 | 27.36
Audio rate(fps) 43.07 | 43.09 | 43.03 | 39.76
Displayedframes | 14,854 | 14,854 | 14,809 | 13,567
Skippedvideo 0 0 4 5
frames

Avg latenesgsec) | 1 25 3.75 24.67

5.2 The“Bad Apple” Phenomenon

Bai etal. [1] reporteda “bad apple”’phenomenoffior wire-
lessmediastreaming. When one mobile client haspoor
wirelessconnectvity in the WLAN, this client candisrupt
mediastreamingquality for all of the otherclientsin the
WLAN. In otherwords,the “bad applespoilsthe batch”.
The disruption persistsuntil the “bad apple” rejoins the
WLAN with adequat@etwork connectvity, atwhich point
themediastreamingsessiongif they survive) resume.

In this sectionwe studythe“bad apple”phenomenon
moreclosely to identify its root causeandexplorepossible
solutions. We conductthis experimentin our laboratory
with 4 clients,placingonly moderatdoad on the WLAN.
During the experiment,we dislodgethe wirelessnetwork
cardfor oneof theclients,andobsenetheresults.Wethen
quickly replacethewirelessnetwork card,andcontinuethe
streamingexperiment.

Figure5 shaws the resultsfrom this experiment.The
toprow of graphsplotsthe aggregyate WLAN usageduring
the experiment,while the bottomrow of graphsplots the
sener's link-layer queueoccupang. Theleftmostcolumn
of graphsis for the normal4-client case. The middle col-
umnof graphss for the4-clientcasewith one*badapple”.

Therightmostcolumnof graphsconsiderghe “bad apple”
casewith oneof our proposedsolutions.

Figure5(a) shavsthenormalcase.Thenetwork load
is approximately?2 Mbps,andthe sener's queue uctuates
betweerD and20 paclets.

Figure5(b) shovsthe“bad apple”scenario.The net-
work load is approximately?2 Mbps mostof the time, but
thereis a sharpdeclinein effective utilization during the
network outagefor the disconnectectlient. The outage
manifestsitself in the sener's queue,which rapidly lls
at the time of the network anomaly causingsomepaclet
losses.The queuestabilizesvhenthe WLAN connectvity
for the“bad apple”is restoreda few seconddater

The"bad apple”’phenomenors explainedasfollows.
The FIFO queueat the sener's WLAN interfacecontains
an arbitrary interlearing of senergeneratedpaclets for
differentclients. At somepointin time, the front paclet
in the queueis destinedto the disconnectedlient. The
IEEE 802.11bprotocoltriesin vain to sendthis pacletto
the client, retransmittingrepeatedlywith a randomdelay
betweeneachattempt. No MAC-layer ACK is receved,
andretransmissionsontinueuntil themaximumretry limit
(default 16) is reached. At this point, the paclet for the
“bad apple”clientis discardedandthesener's WLAN in-
terfacetacklesthe next waiting paclketin the FIFO queue.

In essencethis problemis a transientmanifestation
of HeadOf Line (HOL) blocking, atthe MAC layer We
suspecthat the samephenomenomwould occurin IEEE
802.11e. All pendingpacletsin the queueare blocked
while the front paclet undegoesretransmissionsThe ef-
fective servicerateof the queuediminishes.Sincethe me-
dia sener continuesto generatepacletsfor the streaming
clients,thequeuells andover ows. Whenthe“badapple”
reconnectsthe servicerateof the WLAN queuereturnsto
normal,andthe backlogdissipates.



Table3. StatisticalSummaryof “Bad Apple” Phenomenon

| Scenario | Normal4 Clients | 1Bad,Retry=16| 1Bad,Retry=1 |
Videorate(fps) 29.96 29.69 29.77
Audio rate(fps) 43.09 41.84 42.90
Avg skippedvideoframes| 0 36 2
(perclient statistics) (0/0/0/0) (37/34/27/46) (0/0/0/7)
14,854 14,524 14,774

Avg displayedrames
(perclient statistics)

(14,854/14,854)
(14,854/14,852)

(14,545/14,534)| (14,774/14,777)
(14,560/14,455)| (14,771/14,125)

Avg latenesgsec) 2.5

14.5 5.75

Several possible x esfor this problemare possible.
Oneapproactwould beto usemultiple queuesatthewire-
less network interface, with one queuefor eachclient.
However, thequeuesalonearenotsufcient. A scheduling
disciplineis alsoneededo arbitrateamongstthe queues,
giving precedencéo well-connectectlients,and minimal
serviceto the “bad apple”. A secondapproachwould be
to useseparatdransmissiorchannelgfrequenciesin Hz)
for eachclient, but this hashardwareimplicationson IEEE
802.11btransmittersandrecevers. A third approachand
onethatwe proposeasan interim solution, is to limit the
numberof MAC-layerretransmissions.

To testthe latter solution,we con gured the sener's
wirelessnetwork cardto allow at mostoneMAC-layerre-
transmissiorof eachframe. The resultsfrom this con g-
urationare shovn in Figure5(c). Only a small queuere-
sponsds seenat the sener at the time of the network out-
age,andthe systenrecoversquickly.

Table 3 provides a statisticalsummaryof the “bad
apple” phenomenonandthe effectivenesf our solution.
This zero-cossolutionsolvesthe “bad apple” problemfor
wirelessmediastreamingput attherisk of introducingun-
reliablewirelessdelivery for both TCP and UDP paclets.
Our future work will investigatea more satisactory solu-
tion for this problem.

6 Conclusions

This paperpresentsan empirical study of wirelessmedia
streamingperformanceén anlEEE802.11bwirelessadhoc
network. Experimentsare conductedn a classroonervi-
ronmentwith studentsaswell asin a researcHab under
controlledconditions.

The experimentalresultsshov thatan IEEE 802.11b
WLAN cansupportupto 8 clientswith goodmediastream-
ing quality. In our experiment,eachclient recevesa 400
kbps unicastvideo streamand a 128 kbps unicastaudio
stream,producingan aggreyatenetwork load of approxi-
mately4.6 Mbps. With 9 clients,theWLAN is overloaded,
andperformancalegradedor all clients. We alsodemon-
stratethe “bad apple”phenomenonasingleclientwith in-
termittentwirelessconnectity candisruptmediastream-
ing quality for all clientssharingthe WLAN.

The “bad apple” phenomenortan seriouslydegrade
multimedia delivery in wirelessernvironments. We pre-
senteda simplesolutionto solve the “bad apple” problem
by limiting MAC-layerretransmissionsFinding a better
solutionfor the“bad apple”phenomenonemainsasfuture
work. We arealsoinvestigatingmulticastprotocolsfor ef-

cient wirelessmultimediastreaming.
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