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Abstract

We present an experimental comparison of different ge-
netic operators regarding their use in an evolutionary learn-
ing method that searches for unwanted emergent behavior
in a multi-agent system. The idea of the learning method is
to evolve cooperative behavior of a group of so-called at-
tack agents that act in the same environment as the tested
agents. The attack agents use action sequences as agent ar-
chitecture and the quality of a group of such agents is mea-
sured by how near their behavior brings the tested agents
to show the unwanted behavior. Our experiments within
the ARES II rescue simulator with an agent team written
by students show that this method is able to find unwanted
emergent behavior of the agents. They also show that rather
standard genetic operators (on the team level and the agent
level) are already sufficient to find this unwanted behavior.

1 Introduction

One of the hot research topics in multi-agent systems
(MAS) is achieving emergent behavior of a group of agents.
The form of emergent behavior researchers are most inter-
ested in is the creation of synergetic effects that have as re-
sult that the group of agents achieves goals that are well
beyond what can be expected from them if we just add up
the individual abilities of these agents. But unfortunately,
emergent behavior can also result in a system behavior that
is not wanted by the developers of the system.

So far, very few researchers have looked into the prob-
lem of unwanted emergent behavior. Detecting unwanted
behavior of a system in general is usually the task of the sys-
tem test phase in the development, but software testing as a
discipline also has not looked intensively into this problem.
There the best practice is the use of randomly generated in-
teraction sequences to see if something bad is happening

(see [4]). The detection of unwanted emergent behavior of
a system, which can also be caused by adaptive abilities of a
single agent, still is the sole responsibility of human testers,
with very limited tool support (see [6], [9]).

In [3], we presented an approach to support testing for
unwanted emergent behavior that fights “fire with fire” by
using techniques from learning of cooperative behavior to
search for a particular unwanted behavior. The general idea
of this approach is to have a group of tester (or attack)
agents act as users and other systems that a group of agents,
the tested agents, interact with. We then use learning tech-
niques for the attack agents to have them produce interac-
tion sequences with the tested agents that come nearer and
nearer to showing the particular behavior that is unwanted.
In [3], we used as learning method an evolutionary learning
method that uses sequences of actions as individuals, one
sequence for each attack agent.

[3] presented a proof of concept application that tested
multi-agent systems developed by students of a basic MAS
class. While fitness functions for two rather different behav-
iors were presented, other parameters of the evolutionary
learning method, like genetic operators or population size,
and their influence on the results were not evaluated. There
have been many studies on the influence of such parameters
on the performance of evolutionary algorithms in general
(see, for example, [13] or [7]), but the gist of these studies
is that it depends on the particular application what setting
of these parameters offers a chance for a good performance,
with the usual caveat that there still might be some problem
instances for which this setting might not be good.

Since we used a class of genetic operators, namely so-
called targeted operators, that were specially developed for
action sequences, in this paper we examine and analyze dif-
ferent genetic operators and their combinations with regards
to their influence on finding unwanted emergent behavior.
Our experiments with simulated rescue teams written by
students show that quite a few of the genetic operators allow
the system to find a particular unwanted behavior (the stu-
dents’ agents freeze at some point in the simulation). But in-



terestingly, the combination of rather standard operators on
the level of the agent team and on the level of a single agent
was consistently the best choice in our experiments both
with regard to quality of the evolved attack team and the
number of generations needed to produce the attack team.

2 Agents and multi-agent systems

Since we provide a rather general framework for testing
multi-agent systems we use a rather general definition of
agent (although our attack agents will naturally be a very
specific instantiation of the following definition). An agent
Ag is a quadruple Ag = (Sit,Act,Dat,fa,). Sit is a set of
situations that the agent can find itself in, Act is the set of
actions that Ag can perform and Dat is the set of possible
values that .4g¢’s internal data areas can have. When having
to determine its next action, Ag uses fay : Sit X Dat —
Act applied to the current situation and the current values
of its internal data areas to make this decision.

Obviously, a multi-agent system requires a set of agents
A. But these agents need to share an environment (or at
least parts of it) in order to interact with each other, and this
environment Enwv has quite some impact on what the agents
can do. So, formally a multi-agent system M AS is a pair
MAS = (A, Env). Actions of the agents might change the
environment (or it can change on its own) and therefore Env
should consist of a set of environment states. Going back to
our agent definition, a situation in an agent’s set Sit might
contain a view on the current environment state, information
about the agent itself that has not found its way into a data
area in Dat, and information about the other agents based
on the perception of the agent.

3 Using learning of behavior to test for emer-
gent behavior

Our general idea for testing a multi-agent system
MASiested = (Atested, Env) for unwanted emergent be-
havior is to use a set of so-called attack agents' Aqssqcr that
play the role of entities that the agents in A;cgq usually
interact with in Enwv. Such entities can be some of the team
mates of the agents in Ay.steq, human users interacting with
M AS;esteq Or other systems that interact with M AS;esteq.
In our general setting, we also allow for the existence of a
third set Ay, of agents, the bystander agents, which are
agents that are neither in A;¢s;cq nor under control of the
tester, but interact with at least some agents in Aegteq I
the environment.

Figure 1 presents a graphical view of the general set-
ting. Key for our general approach is that the behavior of

I'We use the term attack in the following, since “tester” and “tested”
are very difficult to distinguish and what the attack agents are doing can
definitely be seen as an attack on the tested agents.

Figure 1. General setting of our approach
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the agents in Agzqck 1 the product of learning that aims at
figuring out what interactions of these agents with the en-
vironment, the tested agents and the bystander agents may
produce (or at least comes near) a certain behavior by the
tested agents. While Figure 1 suggests that this learning is
performed by a central learner that feeds behaviors into the
attack agents (which is the approach we have taken in Sec-
tion 4), we can also envision that the learning takes place
inside of the agents of A,;qck, Which then obviously re-
quires concepts for coordinating the learning.

More formally, our general approach is as follows: If
we look at the setting in Figure 1 as an outside observer,
then the interaction of an agent Agattack,i € Aattack With
the other agents can be described as a sequence of actions
@i 15e0i0; (@5 € Actattack,:)- The action sequences of all
the agents in Ag4¢qck then result in a sequence eg,e1,...,e; of
(enhanced) environment states. An (enhanced) environment
state is a view on Env X UAgeAtested Dat 44, which means
that we allow the observer (which could be the learner) to
see some aspects of the environment (hence our use of the
term “view”) and the content of some or all the internal data
areas of the tested agents. An unwanted emergent behav-
ior of the tested agents can then be characterized by defin-
ing a condition Geynerge ON a set of (enhanced) environment
states, i.€. Gemerge ((€0,€1,...,€5)) = true.

One of the distinctions we can make regarding multi-
agent systems is whether they interact with the environ-
ment and each other in a synchronous fashion or in an asyn-
chronous fashion. If interaction takes place synchronously,
then the length of the action sequences of the attack agents
is always the same and by going through the action se-
quences simultaneously, we also create a sequence of en-
vironment states of this length (formally: I; = I; and
l; = z for all 7,5). Allowing for asynchronous interac-


















