CPSC 441 Computer Communications (Winter 2005)

Assignment 1

A. Mahanti/I. Jirasek

Total Marks: 50 (accounts for 7.5% of your final mark in the course)

Due Date: By 08:59 hours on February 2, 2005

Late Submissions are not acceptable.

Submission Method: Use the “submit” system and submit it either in Postscript (PS) or Portable Document Format (PDF).  

Overview

This assignment consists of two parts. Part I of the assignment will reinforce your understanding of fundamental computer communications concepts, such as layered architectures, packet switching, circuit switching, data rates, round trip time, propagation delay, and response time. Part II of the assignment will help you understand the Internet Protocol stack by examining real protocols in action.

Part I: Fundamental Computer Communications Concepts (16 marks)

1. There are two fundamental approaches to building the core of a network: circuit switching and packet switching. Today’s Internet is primarily a packet switched network. List the salient features of packet switching that resulted in its widespread use in the Internet. (4 marks)

2. List five tasks that a layer can perform. Is it possible that one of these tasks could be performed by more than one layer? Explain. (4 marks)

3. Consider a point-to-point link of length 100 km. At what bandwidth would propagation delay equal the transmission delay for a 100-byte packet? Assume that data travels on the link at a speed of 
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4. Suppose two hosts, A and B, are separated by 10,000 km and are connected by a point-to-point link of bandwidth 1 Mbps. Suppose that propagation speed over the link is 
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a. Calculate the bandwidth-delay product. 

b. Consider sending a file of 400,000 bits from host A to host B. Suppose that the file is sent continuously as one big message. What is the maximum number of bits that will be in the link at any given time?

c. Provide an interpretation for the bandwidth-delay product.

d. What is the “width” (in meters) of a bit on this 1 Mbps link?

Part II: Analyzing a Packet Trace (34 marks)

Computer communications is achieved using a layered protocol stack, where each layer is built upon the layer below it. Each layer accomplishes a portion of the required tasks by offering services to the layer above it. Tasks are accomplished by using protocols operating between peer layers. For example, Web client/server interactions use the Hypertext Transfer Protocol (HTTP) at the application layer. HTTP relies on the Transmission Control Protocol (TCP) at the transport layer to deliver all data sent between the server and the client without errors and in the proper order. TCP, in turn, relies on the Internet Protocol (IP) to route datagrams through the network (from the server to the client and vice versa). 

This portion of the assignment will focus on enhancing your understanding of the Internet Protocol stack by examining real protocols in action using a network protocol analyzer. A typical network protocol analyzer can record packets being sent on a network and display them in a human readable format. For this assignment we will use Ethereal – an open source network protocol analyzer. Ethereal is available for most platforms, including Unix/Linux, Mac, and Windows, from www.ethereal.com. It is also available on department machines csb.cpsc.ucalgary.ca and csh.cpsc.ucalgary.ca (type “ethereal &” at command line).

For obvious reasons, you typically need root privilege to capture packet traces using Ethereal. Therefore, we are providing you with a captured packet trace simpletrace.cap.  You should download this file and open it using Ethereal to perform offline trace analysis to answer the following questions:

1. How many packets are seen in the captured trace? (1 mark)

2. List the DLL/MAC addresses seen in the trace. What IP addresses are seen in the trace? What IP addresses do the observed DLL/MAC addresses map to? (3 marks)

3. What fraction of packets uses IP at the network layer? (1 mark)

4. List all application layer protocols seen in the trace. (2 marks)

5. List all network layer protocols seen in the trace. (1 mark)

6. List all data link layer protocols seen in the trace. (1 mark)

7. How many IP packets have a Time-To-Live (TTL) of 128? How many IP packets have a TTL of 48? Speculate on the difference in TTL values observed in the trace file. (4 marks)

8. Consider packet 6. How large is the Ethernet header? How large is the IP header? How large is the IP datagram? How large is the TCP header? How large is the TCP segment? (3 marks)

9. Plot a cumulative density function (CDF) of the IP datagram lengths seen in the trace. What conclusions can you draw from this plot? (4 marks)

10. What is the largest possible IP datagram? Explain. (4 marks)

11. By analyzing the trace, can you determine where the trace was captured? Some points to consider: On which interface was Ethereal listening for packets?  What might be the network topology at the trace capture location? Is the interface connected to a wired or wireless link? Do not limit yourself to these questions – this is your opportunity to be creative (5 marks)

12. Determine what activities were taking place during the duration of the trace capture. For example, if you look at the trace file, you can tell that a SSH session to csg.cpsc.ucalgary.ca was active during the trace capture period. Again, be creative and extract as much information as you can from the traces. (5 marks)
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