Can Expensve Synchronization be Avoided in Weak
Memory Models?
(Brief Announcement)

LisaHighant andJalalKawash™

Departmenbf ComputerScienceThe Universityof Calgary CanadaT2N 1N4
Fax:+1(403)2844707,Phone+1 (403)2207696,2207681

http://www.cpsc.ucalgary.ca/{higham|kawash}
{higham|kawash}@cpsc.ucalgary.ca

Abstract. Processcoordinationproblemshave beenextensvely addressedn
the contet of sequentiatonsisteng. However, modernshared-memorgystems
presentlargevariety of orderingconstrainton memoryaccessethataremuch
wealer than sequentiakonsisteng. We re-addressetivo fundamentaprocess
coordinationproblemsin the context of weakmemorymodels.We proved that
mary modelscannotsupportasolutionto thecritical sectionproblemwithoutad-
ditional powerful synchronizatiorprimitives.Neverthelessye shaved that cer
tain versionsof the producer/consumeroblemcanbe solved evenin theweak-
estmodelswithouttheneedfor suchpowerful instructionsThesénstructionsare
expensve, andavoiding their useis desirablefor betterperformanceThis brief
announcemergroupsandre-statesomeof our earlierresults[11,12,15].

1 Intr oduction

Modernshared-memorgystemgpresentlargevarietyof memorymodelsthataresub-
stantially wealer than sequentiaktonsisteng [16]. Theserelaxed (or weak) memory
consisteng modelsincreasethe challengeof solving variouscoordinationproblems,
becausdhe relaxationof orderingconstraintson memoryaccessein thesemodels
makesreasoningaboutconcurreng a subtleandinvolvedissue.Therefore we read-
dressfundamentaprocessoordinationproblemsin the context of weakmemorycon-
sisteny models.

Algorithmsthatcoordinateorocessesia critical sectionshave long beenknown for
sequentiallyconsistensystemq22,17,20,21,4]. In fact,asshavn by Lamport[17],
evensingle-readesingle-writersafebits suffice to solve thecritical sectionproblem as
longasaccesse® theseseeminglyweakobjectsareguaranteetb be sequentiallycon-
sistentIn mary wealer memorymodels lack of onesystem-wideview of the ordering
of readsandwrites malkesit impossibleto constructcritical sectionsusingonly read
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and write operations.Therefore,shared-memorgystemscome equippedwith addi-
tional basicoperationghatmake synchronizatiorpossible The useof synchronization
primitives,however, incurssubstantiahdditionalexecutiontime. Sowe aremotivated
to keepthe useof strongprimitivesto a minimum. Hencewe needto determinewvhat
kinds of coordinationproblemscanbe solved on commonmemorymodelsusingjust
readandwrite operations.

Specifically this paperdetermineghe possibility or impossibility of solving the
critical sectionproblemandversionsof theproducer/consumeé4] problemwithoutus-
ing strongsynchronizatiomprimitiveson SFARC multiprocessorsvith memorymodels
Total StoreOrdering(TSO)andPartial StoreOrdering(PS0)[23,13,15], JavaConsis-
teng [18,8,12], Coherencég5], Pipelined-RAM(P-RAM) [19], Goodmans Processor
Consisteng (PC-G)[9]), CausalConsisteng (CC)[2], andWeakOrdering(WO) [5].

2 Memory ConsistencyModels

2.1 BasicFormalism

We briefly describeheformalframenork here;acomprehensietreatments elsevhere
[15].

We modela multiprocessystemasa collectionof processeeperatingona collec-
tion of shareddataobjects We definea dataobjectby providing thesetof all sequences
of allowableoperationgogethemwith their results(similar to thatof Herlihy andWing
[10].) Specifically an opertion is a 4-tuple (ac, obj, in, out) where“ac” is anaction,
“obj” is anobjectname and“in” and“out” aresequencesf parametersTheoperation
(ac, obj, in, out) meansthat the action“ac” with input parametersin” is appliedto
the object“obj” yielding the outputparametersout”. A (sequentiadata) objectis a
specificatiorof asetof sequencesf operationsAn arbitrarysequencef operationss
valid for objectx if andonly if it is in the specificatiorof x.

An operatioro = (ac,obj, in, out) canbedecomposeahto thetwo matcingcompo-
nents,(ac, obj, in), calledthe opemation-invocationanddenotednvoc(o), and(ac, obj,
out), calledthe matchingopemtion-responsenddenotedespf). Let (e, e, ...) bea
sequenceonsistingof operation-ivocationsandoperation-responseshene; follows
g if andonly if i < j andej immediatelyfollows g if andonlyif i = j—1.

Informally, a processnteractswith dataobjectsby issuinga streamof invocations
to somesubsetof themandreceving a streamof responsesghat areinterleaved with
its invocations.This is formalizedasfollows. A processis a sequencef operation-
invocations A processexecutionis a sequencef operation-iwocationsandoperation-
responsesuchthateachresponséollowsits matchinginvocation.A processomputa-
tionis thesequencef operationcreatedrom a proces®xecutionby augmentingach
invocationin the processequencsavith its matchingresponselNote thatoperationsn
aprocessomputatiommaintainthe orderof theirinvocationcomponenti the process
execution.

A (multiprocess)kystem(P,J), is a collectionP of processeanda collectionJ of
objects suchthateachoperation-iwocationof eachprocessn P is appliedto anobject
in J. A (multiprocess)systemexecutionfor a system(P,J), is a collectionof process



executionspnefor eachprocessn P. Similarly, a (multiprocessyystentomputatioris
acollectionof processomputationspnefor eachp in P.

Let (P,J) beamultiprocessystemandO beall the operationsn acomputatiorof
this system.O| p denotesall the operationghatarein the processomputatiorof p in
P. O|x denotesall theoperationghatareappliedto objectx in J.

For thedefinitionof somememoryconsisteng modelsit is necessaryo distinguish
the operationghatchangea sharedbjectfrom thosethatonly inspecta sharedbject.
Let O|w denotethatsubsebf O consistingof thoseoperationsn O thatupdatgwrite) a
sharedobject,andO|r denotethatsubsetonsistingof the operationghatonly inspect
(read)a sharedbject.

A (strict) partial orderis an antireflexive, transitive relationon a set! Givenary
collectionof operation® on a setof objects], a linearizationof O is a (strict) linear
order (O, —L>) suchthatfor eachobjectxin J, thesubsequenc@|x, i>) of (O, —L>)
is valid for x.

A (memory)consistencynodelis a setof constraintson systemcomputationsA
finite systemcomputationof (P,J) satisfiesconsisteng model D if the computation
meetsall the constraintsn D. For arny system(P,J) with only finite processes(P,J)
deliveis memoryconsisteng D if every computatiorthatcanarisefrom it satisfiedD.

2.2 Useful Partial Orders

Five partial orderson operationsn a systemwill be usedin the memoryconsisteng
definitionsbelow.

program order: Defineprogram order, denoted(O, m’;), by olm?oz if andonly if
invoc(oy) followsinvoc(og) in the definitionof p, for someprocesy € P.

weak program order: Defineweakprogramorder, denoted(O,W—m>), by 0120, if
olﬂoz ando; andop areappliedto the sameobject.

write-before-readorder: Definewrite-befoe-readorder, denoted O, W—br>), by 01W—br>02
if 01 is awrite ando, is aread,ando, readshevaluewrittenby 0;.

causalorder: Definecausalorder, denoted O, 2%, by theirreflexive transitive clo-

sureof theunionof (0, ™% and(0, %25). Namely (0, 2% = ((0, 2%) u (0, X))+

Java program order: DefineJavaprogramorder[7], denotec(O,E)), by 01 ﬂ 02
if 01 prog 02 andoneof thefollowing holds:

1 Wheneer we usethe term partial order we meana strict partial order A partial order is
denoteddy apair (S R) whereSis asetandR C Sx S Thenotations;R$ meangs;,s) € R
Whenthe setSis understoodR denoteshe partial order If S C Sthen(S,R) denoteshe
relation(SRN (S x S)).

2 A strictlinearorderis a strict partial order(S R) suchthatVx,y € Sx # y, eitherxRyor yRx
We alsouselinearorderto meanastrictlinearorder



1. o1 andoy areappliedto thesameobiject,

2. 01 isareadando; is awrite, ando’W—mml whered' is awrite by aprocesdifferent
from thatof oy (or 0y), or

3. thereexistso’ suchthat01 1PS o andd’ ﬂ) 0o.

2.3 Memory ConsistencyDefinitions

In thissectionwe restatehedefinitionsfor thememoryconsisteng modelsusedn this
paper Thedefinitionsof WO, Java,andSFARC TSOandPSObelow arespecializedo
ordinaryread/writeoperationskor detaileddevelopmentandfor thegenerabefinitions,
readersarereferredto earlierwork [15,14,12].

Let O beall theoperation®f a computatiorC of themultiprocessystem(P, J).

-C satisfie§equentialI)ConsistencYabbre/iatedSC) [16] if thereis alinearization
(O, —)) suchthat(O, —09 (O, —>)
— C satisfiesCoheence[5] if for eachobjectx € J thereis alinearization(O|x, ﬂ>)

suchthat(O|x, ¢ C (O]x,— )
-C satlsflesPlpellned RAM@abbreriated P-RAM) [19] if for eachprocessp € P
thereis alinearization(O| puO|w, i) suchthat(O|puOjw, ¥ ¢ (O|puO|w, i).
— C satisfiesProcessorConsistency—Goodmaswersion (abbreviated PC-G)[9] if
for eachprocess € P thereis aIinearization(O| puUOlw, i) suchthat

1. (O]puO|w, —09 C (O|pu O|W —>) and

2. Vg e Pandvx e J, (Ojwlx, —) = (Ojwix, ).

-C satisfiei:ausaIConsistencjabbre/iatedCC) [2] if for eachproces € P there

is alinearization(O|pUOJw, —2) suchthat(O]pUOjw, %)  (0|puOjw, —2).

— C satisfiesneakOrdering (abbreviatedWO) [5] if for eachprocessp € P thereis

somédinearization(O| puO|w, L—>) suchthat(O|puO|w, —>) (O]puO|w, —>)
— C satisfiesSSFARC Total Store Ordering (abbreviated TSO) [14,15] if thereexists

write

atotal order(O|w, VL'tef) suchthat (Ojw, 2%) C (Ojw,"™$% andVp € P thereis a

total order(O|pw O|w, —>) suchthat:
melgep

1. (0p,™?) = (Olp, —"),
2. (Olw,"™8%) = (Ojw, =57,

3. if we (O]p|w) thenwg,, —'g>6pwo|w, and
4. ((O|py O|w)\(Oinv, U Omw,); m%p) is alinearizationwhere
megep melgep

Oinvp {W| we (O|W\O| p)|X/\ w € O| p|W|XA Olp — W O|W}
Omwp = {WO|W | we Ol p|W}.

3 Aw B denoteghedisjointunionof A andB. If x € AN B, thenthecopy of x in A (respectiely
B) is denotedka (respectiely xg).



— C satisfiesSSPARCPartial Stoe Ordering (abbreviatedPSO)[14,15] if thereexists
a total order (O|w, “2$% suchthat¥x, (OJw|x, =) C (OJw|x, 5% andVp € P
thereis atotal order (O|pw O|vv,me—>gep), suchthat conditionsl through4 of TSO

aresatisfied.

— C satisfieslavaConsistencyabbreviatedJava) [12,15] if thereis sometotal order
write

(Ow, 5% suchthat,Vp € P: |
1. thereis alinearization(O| pU ovisp,i) SUChthat(O|pUO\,isp,J—m>) c (0lpu
L
OViSp) _p>)|
2. (Ouisy, ™) = (Ovisp,i), where
Ouvis, = {w|jw € Olx for somex € JATr € O PAW r or Iw € OxAW IS A
whbr
wW—r}.

3 Critical SectionProblem

In the critical sectionproblem(CSP)[22],a setof processesoordinateto sharea re-
sourceWe investigateminimumrequirementgor memorymodelsto beableto provide
asolutionto CSPwithouttheuseof strongsynchronizatiomrimitives.

A solutiorf to CSP must satisfy the safety property mutual exclusion, and the
progressproperty freedomfrom deadlock.Typically, a fairnesspropertyis also re-
quired.Let CSP) denotea CSPproblemwith n processes.

Theorem1. Thee doesnotexistan algorithmthat solvesCSP(n).evenfor n = 2, for:

1. anysystenthatdelivers SFARCTSO(withoutthe useof swap-atomiénstructions).

2. anysystenthatdelivels SFARCPSO(withoutthe useof store-barrierinstructions).

3. anysystenthatdelivers Java(withoutthe useof volatile variablesor syndronized
constructs).

. anysystenthat delivers PC-G (withoutthe useof multi-writer objects).

. anysystenthatdeliveis P-RAMand Coheencebut not PC-G?

. anysystenthatdelivers CC.

. anysystenthatdelivers WO.

~No o~

The systemdisted in Theorem1 cannoteven supportan unfair solutionfor CSP
Theproofsappearedn [11,12,15].

An obsenationfollows after recallingthat Petersors Algorithm [21], which uses
multi-writer registers,is a correctsolutionfor the CSPevenfor PC-G[1]. However,
Theoreml(4) establishethat CSPis impossiblen PC-Gwith single-writerobjects.

Corollary 1. In a systenthat deliveils PC-G, multi-writer objectscannotbe imple-
mentedromsingle-writerobjects.

For the restof the systemsn Theoreml, the impossibilitiesapply evento multi-
writer objects.

4 Thesolutionsreferredto in this paperarenon-cooperate [3].
5 A systenmthatis bothP-RAM andCoherents notnecessarilfPC-G[14].



4 Producer/ConsumerProblem

Producer/Consumé4] objectsarefrequentlyusedfor processoordination.The pro-
duceris aprocesshatproducestemsandplacegshemin asharedstructure A consumer
is a procesghat consumesheseitemsby remaving themfrom the structure We dis-
tinguishtwo structureswith differentsolutionrequirementsthe setstructurewherethe
orderof consumptioris insignificantandthequeuestructurewhereitemsareconsumed
in the sameorderasthatin which they wereproduced.

We denotethe producer/consumegueueproblemas P,C,-queuewherem andn
are respectrely the numberof producerand consumemprocessesSimilarly the pro-
ducer/consumesetproblemis denoted,Cy-set.

A solutionto P, Cy-set must satisfy the safetypropertythat guarantees one-to-
onecorrespondendeetweermproducedandconsumedtems,andthe progresgproperty
freedomfrom deadlock.

A solutionto P, C,-queuemustsatisfythe safetyandprogressropertiesn addition
to the order property which requiressometotal order on items that preseres both
productionandconsumptiororders.Theproductionorderis givenby: if theproduction
of item i completesbeforethe productionof item j begins, theni productionorder
precedeg. Theconsumptiororderis definedsimilarly.

4.1 QueueProblem

Figurel shows a P1Ci-queuealgorithmthatusesonly single-writerobjects, 4. Let an
item it be composedf k bits, it is encodedsuchthat the actualdatais composed
of k— 1 bits. The kth bit is usedfor implicit synchronizationSo initially, items are
initializedto L concatenatedith bit 0 (concatenatiors denotedy ||). We alsodenote
thecomplemenbf bit b asb.

Proofsfor thefollowing appeareelsevhere[11,12,15].

Theorem 2. 4 solvesP;C;-queusfor:

anysystenthatdeliveis SFARCTSO(withoutthe useof swap-atomiénstructions).
anysystenthatdelivels SFARCPSO(withouttheuseof store-barrierinstructions).
anysystenthat delivers PC-G (withoutthe useof multi-writer objects).
anysystenthat delivers P-RAMand Coheencebut not PC-G.
anysystenthatdelivers CC.

anysystenthat delivers WO.

ouhrwNOE

Whenever P;C;-queue(andhenceP;Cy-set)canbe solved usingonly single-writer
objects,it canbe solved usingmulti-writer objects.A solutionto PyCy-queuecanbe
constructedrom asolutionto CSPby protectinghequeuestructurdn acritical section,
sothatit is accessetly only oneprocessatatime. Hence the P ,Ch-queugoroblemcan
besolvedin SCandPC-G(with multi-writers)systems.

Lemma 1. Thee doesnot exist an algorithmthat solvesP;C,-queueor PCi-queue
evenfor n= 2 or m= 2, for ea of thesystem®f Theoem1.

Theorem 3. Thee doesnot exist an algorithmthat solvesPCn-queuefor ead of the
systemsf Theoem1 for m+n> 3.



sharedvar:

P: array[0..n-1] of item (initialized to (L || 0))

C: array[0..n-1] of item (initialized to (L || 0))

define function b(it:item): returns the synchronization bit in it
define function v(it:item): returns the data bits in it

producer:

var
in : 0..n-1
itp : item
bit p bit

in + 0
repeat
. produce itp
bitp < b(P[inl)
while b(C[in]l) # bitp do nothing
P[in] « v(itp) || bitp
in < in + 1 mod n

until false
consumer:
var

out : 0..n-1
ite : item
bitc : bit

out «+ O
repeat
bitc < b(Cloutl)
while b(itc < P[out]) = bitc do nothing
Clout] «+ v(ite) || bite
. consume it
out < out + 1 mod n
until false

Fig.1. 4, aP,C;i-queuealgorithm




4.2 SetProblem

Althoughthe PyC,-queuecannotbesolvedin mary weaksystemswe have shovn that
the P Ch-setcanbe solvedin mary of thosesystemg11,12,15].

Corollary 2. Thek existsan algorithmthat solvesP,C,-setfor ead of the system®f
Theoem?2.

Theorem4. Theke doesnot exist an algorithm that solvesP\Cy-set,evenfor n = 1
andm = 1, for any systenthat delivers Java (without the useof volatile variablesor
syndironizedconstructs).

4.3 Summary

Table1 summarize®urimpossibilityandpossibilityresults.

Table 1. Summaryof possibilities(,/) andimpossibilities(®)
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