CPSC 697 Fall 11
Assignment 1: Biometrics and Security

Due: Wed Oct 19th 1:00 pm
You are given an article “Protecting users of Cyber Commons” by Stephen J. Lukasik appeared in Communications ACM Sept 2011. The purpose of this assignment is to take a critical look at ideas presented and find pros/cons of each approach discussed. Prepare an electronic report (in Word, Latex or pdf format) with answers (one-two paragraphs, typed) on the five questions below:

1. [4p] The survey discusses two general approaches: top-down and bottom-up to cybersecurity. Describe briefly both (in your own words) and list what are main differences between two approaches (in terms of who ensures security, who benefits most from approach, etc)?

2. [4p] Identify ONE major flow (disadvantage) of each approach and explain why you think it cannot be remedied easily.
3. [4p] Find TWO 2010-2011 newspaper/magazine articles which shows example of vulnerability which could have been prevented by applying a top-down (for one) or bottom-up (for another) approach but clearly it was not the case as vulnerability was exposed. List article title, describe problem, how was exposed and your take on what could have been done to prevent the security breach.

