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Abstract. We consider several private database query problems. Hnéngt
point of this work is theelement rankproblem: the server holds a database: of
integers, and the user an integethe user wishes to find out how many database
records are smaller thay) without revealingg; nothing else about the database
should be disclosed. We show a non-interactive communpicafficient solution

to this problem. We then use it to solve more complex privat@lohse queries:
range queries, range queries in plane and higher-dimeadsigmeralizations of
element rank. We also show an improved solution tdifieanked elementrob-
lem [1], and a solution tprivate keyword searcfl1] using weaker assumptions
than those of [11]. All our solutions assume semi-honeseegérial behaviour.

1 Introduction

Private information retrieva(PIR) allows a user to query the server’s database, with-
out revealing information about the query. If the user caifind out more information
than required, then we hawymmetrically private information retrievdBSPIR). Effi-
cient solutions currently exist for limited types of queriestrievaby addresgthe first
considered PIR problem [8, 16]), retrieval keyword11]. More complex queries can
be processed as well, but less efficiently [7, 19] or usingtretly strong computational
assumptions [15]. It is therefore desirable to find efficigoliutions to more specific
private database query problems.

For example, a new bidder in an auction might be allowed tonlémw his bid
ranks compared to other bids, but unwilling to disclose titetd the auction server.
Or consider a user who wants to compare his score againsatabate of an online
testing service provider, while keeping his score privateese are examples of the
element rank problenAs another motivating example, consider a driver who wsgbe
get a list of all fast-food joints in a city block, but does metnt to disclose his location.
This is an example d2-d range retrieval

In this work we mainly consider the (generalization of) edgrhrank problem.
Based on this we show solutions to several other problergs (@nge retrieval, 2-d
range retrieval, shared element rank). We seek to minimieeitnportant efficiency
measurescommunication complexigndround complexityMinimal round complex-
ity is noteworthy because it allows for easier integratigthwther protocols; we exem-
plify this by using the non-interactive nature of our basiok protocol to solve other
problems. Note that bgon-interactive we mean protocol witlone roundof commu-
nication between the parties.
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1.1 Contributions

We solve the following private database query problemsiragsy semi-honest behav-
iour.

Interval labeling problem As the main building block, we design a non-interactive low-
communication solution to the following problem. Two playare involved: the user
whose input is an integer, and the server whose input is a sorted sequence of integers
x1,...,Ty,, definingn + 1 intervals, labeled with strings, . . . , v,,. The user wishes to

find out the label of the interval to whiaghbelongs. Our most efficient solution can be
based on homomorphic encryption and PIR [16].

Element rank; generalizationdVe then show how to use interval labeling to efficiently
solve the rank problem, and generalizations of intervalialy (for examplerectangle
labelingwhere the server subdivides the plane in rectangles antslaheh rectangle).

Equivalence of PIR and PKSDn a more theoretical note we show that, somewhat sur-
prisingly, non-interactive PIR alone suffices to implemeonb-interactive PKS. Com-
munication complexity is (in asymptotic terms) almost theng as that of the under-
lying PIR. Previous solutions known to us use more specifielalaic assumptions
(e.g. [11] requires homomorphic encryption). However, ppractical scenario, the so-
lution of [11] would likely be preferable because of grea#iciency. We note that as

a corollary we obtain that the interval labeling problem #sdyeneralizations can be
efficiently implemented using PIR alone.

Secure computation dft"-ranked element.In [1], Aggrawal et al. design a proto-
col for secure computation of thig"-ranked element (e.g. the median) in the union
of private databases held by two parties. We use our new mtoactive protocol for
secure computation of rank of an element in a database aspaosotol, and design
more efficient protocols for this task. More specifically, sasign a new protocol with
loglog(k) rounds of interaction between the two parties, as opposgg{é) rounds

of interaction required by the protocol of [1].

Constant-round range queries; on a line or in a plangéhe server holds a database
of points on a line (or, for example, on a plane). The user $aldigh point and a
low point on that line (or an axis-aligned rectangle in theng). As the output of the
protocol the user should only learn the points in the databizet belong to the range
defined by his input values, i.e., all the points in the dagelihat lie between the high
and low points (or all the points that lie inside user’s ragia). We design constant-
round protocols for this problem, with communication lingethe number of retrieved
points. Our protocols provide privacy for both user and #rear.

1.2 Related Work

Private information retrieval (PIR), introduced by Chdraé in [8] is the prototypical
problem of private database query evaluation. It requivasthe user with inputlearn



i-th entry of some databadge. Security requirementis thatemain hidden to everyone
but the user. Another, essential, requirement is that fa¢ communication be strictly
less than the size db (else the problem is trivially solved by sendiig). The solu-
tion given in [8] mandates statistical security, and reggimultiple non-communicating
servers holding copies dP. The multiple-server requirement was lifted in [16], at the
necessary expense of downgrading to computational sgddf introducesymmetric
PIR (SPIR), where server privacy is required: the user nasstinothing beyon|:].
SPIR can be seen as communication-efficient obliviouseafia2]. The works of [20,

2] show how to convert any PIR to SPIR, at little cost.

Many solutions to the PIR problem have appeared since [B]6irhproving the
efficiency, or weakening/changing the underlying hardmasssimptions. Most of these
solutions share an attractive feature — they rmwa-interactivein the sense that they
use only a single communication round (clearly this is theimal possible number of
rounds in order to acheive sublinear communication, sindestrn anything at all about
D, the user must at least send his query and receive the an3herhon-interactivity is
noteworthy, because it allows us to look at PIR in the franté&wed public-key program
obfuscation [21]: user’s query can be seen as an obfuscabtgdam which the server
executes on his database. Another benefit of non-inteitgdi®s in easier integration
with more complex protocols [11]. Finally non-interactivseems a crucial property
that allows particularly efficient solutions to PIR [16, 8] % they all follow this basic
pattern: a non-interactive scheme with relatively high ommication complexity is
given first, and it is then recursively applied to obtain dicint (still non-interactive)
scheme; this recursive application is possible thanks msinteractivity.

General multi-party computation (e.g. see [14] and [13}) ba used to solve pri-
vate database query problems, but not very efficiently.thiésefore of interest to seek
more efficient solutions, even if they are more speciali®d.focus specifically on
minimizing communication and interactio@ommunication-efficient secure function
evaluation[19] gives a protocol for secure computation of circuitshatdokup tables.
Such a protocol takes any oblivious turning machine with Raddess and turns it into
a private two-party protocol. While this can be used to immat a communication-
efficient element rank protocol, the construction is notaaned with optimizing num-
ber of rounds ofnteractionbetween the partie€€omputing branching programs on
encrypted datés introduced in an independent work [15]. This work conssdgueries
which can be represented as branching programs and gives-imteoactive solution
to this problem. The construction given in [15] is more gathénan our private ele-
ment rank protocol and can be used to implement such a taskwBuuse different
techniques, and by doing so can depend on rgereeralandweakerassumptions. Fur-
thermore, some of the protocols we study in this paper sugrieate range queries
(see section 4) cannot be captured efficiently using bragghiograms.

Private keyword searc{PKS) [11, 7] is a natural extension of SPIR where the server
holds a set of key-value paif$;, v;), and the user wishes to find a value associated to
some keyword if it exists. [7] in fact show how to privately query any serfeld
data structure, using multiple interaction rounBsivate keyword search on stream-
ing data[21] considers a different model, where tagged documentsgeda streaming,
and an untrusted computer keeps, in an encrypted form, bagetwhich have certain



user-specified combination of tags. This combination resiaidden to the untrusted
computerOblivious binary search and secure range quefied] deals with some ex-
tensions to PIR (e.g. retrieving entries at addresses 1,...,7), as well as with
computing element rank, but using a logarithmic number ohds; this is then applied
in a range retrieval protocol, where the user whose inp(t,ig) finds out all database
entries withvaluesbetweemn: andb.

A closely related problem of non-interactive secure corafom is considered in
[4]. Their setting involves a public circu@, Alice with private inputz and Bob with
private inputy. After a single round of interaction Alice should leaitix, y) and Bob
should learn nothing. They solve this problem for any potyiad-size circuitC'. Com-
munication complexity, however, depends polynomiallyloa sizes of:, y, even if the
size of C(x, y) is very small.

2 Preliminaries

Notation and conventionsWe interpret binary strings as integers when convenient,
with the most significant bit to the leffN] denotes the sef0,1,2,...,N, and[N)
denotesN — 1]. |z| denotes the length af. e denotes the empty string. We writ¢]y

to denote the concatenation of stringsndy. We write x~ to denoter with the last
symbol dropped (e.guaba™ = aab), and for a binary string: we write 2’ to denoter

with the last bit flipped (e.gL100’ = 1101). We writep < s to denote thap is a prefix

of s; andp < sto denotep < s A p # s.

2.1 Oblivious and Succinct Computation

In this section we introducgblivious computatiora useful abstraction for certain non-
interactive cryptographic tasks. This notion appearsiititpyl in [23] and more explic-
itly in [4]. We systematize and make explicit its importaaafures. Intuitively, oblivi-
ous computation involves two parties: theer Aliceholding her inputz, and theserver
Bobholding his inputy. Some functionf is given publicly, and Alice wishes to learn
f(z,y). Bob should learn nothing, and Alice should learn nothingdoel f (x, y). Al-
ice will send some queryz = Q(z) (which hidesz) to Bob, who will produce an
answera = A(ex,y) and send it back to Alice. Alice will then decode this answveer t
getD(a) = f(z,y). Formally:

Definition 1. We say that a quadruple of PPT algorithr i, @, A, D) obliviously
computesa functionf (z, y) if for (PK, SK) generated by (1*):

Correctness holds: D(SK, A(PK, Q(SK, x),v)) = f(x,y).

Query secrecy holds:foranyz, 2/, the distributiong) (SK, =) andQ(SK, =) are com-
putationally indistinguishable

Answer security holds: some PPT algorithn$' simulatesA(PK, Q(SK, z), y) given

only (PK, z, f(x,y)).

G is called theinstance generatpf) the query computerA the answer computeand
D theanswer decoder



This definition naturally corresponds to one-round secueeftarty computation, where
only Alice gets the output. Any polynomial-sized functigrcan be obliviously com-
puted using one-round oblivious transfer and Yao's garbisalits [4]. But we will in
fact consider a more stringent setting, where no generatisalis known. The server
holds a large databasé = (1, ...,x,) and the user holds a short queryThey are
interested in obliviously computing some functifty, X) whose output size is inde-
pendent oz, while minimizing communicatiofrormally:

Definition 2. We say that a quadruple of PPT algorithids, @, A, D) succinctly com-
putesf(q, X = (x1,...,x,))if:

Obliviousness holds: (G, @, A, D) obliviously computeg
Succinctness holds:there is a polynomigb such that
|Q(SK, ¢)| + |A(PK, Q(SK, q), X)| < p(logn) for sufficiently largen.

Succinct computation is a natural umbrella definition fonfiateractive cryptographic
tasks with a communication restriction. Some examples;iwvie use in this work, are:

Private information retrieval is succinct computation of the function

fl, (z1,...,2n)) = 2.

Solutions are given, for example, in [6, 18]. Note that mafirdtions of PIR im-
pose no limit on the number of rounds. But almost all PIR prote from the liter-
ature are in fact non-interactive (recall, this means they tequire a single round),
and therefore conform to the definition of succinct compartatThis can be used
to good effect in protocols where PIR is a building block, sogurposes of this
work we take PIR to be non-interactive.

Private keyword search [11] is succinct computation of the function

Ve, Jaw = x4

PEKS(w,(x1,...,Tpn,V1,...,0p)) = {J_ otherwise

We also useontiguous PIR- a natural generalization of PIR, where a contiguous block
of s records is retrieved, while communicatifgfs) bits. Note that the server must
necessarily lears, simply by counting the number of bits sent. The correspapdi
functionality is

ContPIR((i,8); (1., Zn)) = (4., Tits—1); 5).

[10] give a solution to this problem.

3 Computing Element Rank and Related Functions

We consider the following problem, which is at the heart dftlaé protocols in this
paper.



Problem 1 (Interval Labeling)Two parties, the user Alice and the server Bob are in-
volved. LetL = 2! — 1, n andm be public integer parameteiRarties’ inputs are as
follows:

Server holdszy,...,x, € [L] andvy,...,v, € {0,1}™. z1,...,z, iS an increas-
ing sequence of numbers subdividing the interil into n + 1 disjoint sub-
intervals (zo, z1], (z1, 2], . . ., (Tn, Tn+1] (Where we take by conventiory, =
—00, Tnt1 = +00). In each intervalz;, z;41] the server writes a string label
Vs

User holds an integeg € [L].

The output which the user wishes to find out is the labelof the interval(z;, x;11]

to whichg belongsSecurity requirements are: 1. Server learns nothing, 2. User learns
nothing excepw;. Efficiency requirements are: 1. computations must be polynomial
time, 2. communication complexity must belylog(nl).

3.1 Succinctly Computing Interval Labeling and Element Rark

Let us see how to reduce succinct computation of intervaliab to private keyword
search (PKS). It will be shown then that this implies a solutio element rank. An
obvious way, but too expensive one, would be to create a Pk&bdse ofL entries:
for everyy € [L] insert(y,v;) into the database wheids such thaty € (x;_1,z;].
Searching for the keyworgin this database would clearly return the correct answer
We now show how the database size can be reduced frooRin, by inserting only
certain prefixes of;’s.

We refer the reader to Section 2 to review the notation andemions. In this
section we use additional notation: for a binary stringe {0,1}7, let’s denote the
interval of integerss||0'~7, s||1/=7]. Also, for user’s query,, let¢; denote itsi-th bit.

Database constructioflhe main observation of this section is the following. Cdesi
w € {0,1}™ andi such thatw C (v;_1, ;] andw’ € (z;—1,x;]. Then(w,v;) can
be added to the PKS database without introducing any antpigndeed, all integers
beginning with the prefixv, fall into the same intervalz;_1, z;], and they therefore
share the label;. Moreover, for any predecesser< w, all integers beginning with
span more than one interval.

This is illustrated in the following picture. Leaves of thied represent the integers
of [L], with 0 in the left, and increasing towards right. Database vaitjezre circled,
and intervalgz; 1, x;] are indicated by arrows. Nodes corresponding®described
above are labeled with their correspondin®. In this exampleL = 16, » = 3 and
(x1,22,23) = (1,6, 10).




Suppose now thab is formed by inserting all suchw, v;) into it, i.e.
D = {(w, U7)| w g (.237;_1, ],‘1] /\W g (],‘1'_1,.237;]}.

ThenD has the following useful properties (for proof see the Aptien

Lemma 1.
1. If (w,v;) € D and(u,v;) € D thenw 4 w.
2. For anyy € [L] there is(w,v;) € D such thatw < y.

We can now prove the following.

Corollary 1. Letq € (z;_1,z;]. Then there is exactly one prefix < ¢ for which
(w,v;) € D. Every other prefiy < ¢ (p # w) is not contained as a keyword iD.

Proof. From part 2 of Lemma 1 it follows that there is some< g and somg such that
(w,v;) € D. From part 1 of the same lemma it follows thais indeed the only prefix
of ¢ which is contained iD. Finally, the construction ob is such thatv C (z;_1, x;)
S0i = j. O

User's query.On inputq € [L] the user computes private keyword search queries
kwq, ..., kwg, wherekwg; corresponds to the prefix; := ¢1||¢2]| .. .||g;. Corol-
lary 1 ensures that exactly one of these queries will retuercorrect;.

Protocol Description The function corresponding to the interval labeling pratlis
IL(q,(z1, ..., Tn,v0,...,Un)) = Vg, Whereq € (x4, Tat1]-

Note that element rank
Rank(y, (x1,...,75)) = {zi [v: <y}

is a special case dfL. — usev; = i for0 < i < n. We show how to obliviously compute
1L, using private keyword search as the main building block (IR SG, PKSQ,
PKSA, PKSD) be the algorithms implementing succinct computatioRéf S. Then
we have the following

Claim. Scheme 1 (see below) succinctly computég(i.e. it solves Problem 1).

Proof. Sketch.The main ingredient is the following simple claim.

Claim.Letw C (x;_1,2;] andw’ € (z;_1, ;). Thenw < z; Vw < z;1 Vw' <

z; V' < 31,

Proof. Straightforward case analysis. O
Let D be the database obtained by the algorithb. Using the above claim, it is

easy to prove thatw,v;) € D < (Ji)w C (zj—1,7] Aw € (w1, ;). To see

this, note thatf L A iterates through the sét = {w| (3i)w < x; V w’ < xz;}; but the

above claim guarantees that it is sufficient to examine éxtet setS. This means that

Corollary 1 holds forD. We are now ready to prove:

CorrectnessBy Corollary 1, exactly one of the querigshas a matching entrly, , v;) €

D, andi is such thay € (z;_1, z].



Privacy. As said above, there is exactly ope with a matching database entry. All
otherp; < ¢ will return L. when used in private keyword search BnSince the order
of the answers is shuffled, using privacy of PKS and standgbdidh arguments, it is
straightforward to show the privacy of interval labelingirfack of space we do not
present the proof here.

Efficiency.Note thatD contains at mos2in entries. Server computation is therefore
O(In). Total communication, as well as user’s computation is lpglgrithmic inn
(and linear in).

Scheme 1 (Interval Labeling)

ILG(1%):
1. output(SK, PK) = PKSG(1¥)

ILQ(SK,q):
1. kwq1 — PKSQ(SK7 q1)7

kwq — PKSQ(SK, a1l ... |la)
2. output(kwgqi, . .., kwgq)

ILA(PK, (kwqi,...,kwq), A = (vo,T1,V1,...,Tn,Vn)):
1. forj=1tol:
(a) fori=1ton:
i. let w be thej-bit prefix ofz;
i. ifwC (za—1,xa andw’ € (a—1,xq] then add(w, vq) to D
iii. if W Z (zp—1, 7] andw’ C (zp—1, 3] then add(w’, vp) to D
2. if fewer tharin entries were added, then pda to 2in entries
3. forj = 1tol, computera; = PKSA(PK, kwg;, D)
4. randomly permutéras, . .., ra;) and output the result

ILD(SK, (a1,...,ar)):

1. find the unique; such thatP K SD(SK, a;) = v # L; outputw
Note that the keywords which the algorithii A inserts inD need not be of the same
length. PKS solutions do not support variable lengths, tigteéasy to circumvent this
problem: for example, a prefix-free encoding can be paddedrte fixed length.

3.2 Extending to Higher Dimensions

Interval labeling can be naturally extended to labeling ofper-)rectangles inL)?.
Here a point is defined by it coordinategr, ..., z4) € [L]. Let X; = (z1[1] <
o< anl),. .. Xag = (xq[l] < -+ < zq[n]) bed lists of coordinates (for simplicity
assume they are all of equal length. These lists then defing: + 1)¢ rectangles,
labeledRy,.. o,..., Ry, n. FOriq,...,iq € [n] we define the rectanglB;, . ;, :=
{(z1,...,2q) | Vj z; € (xj[i;], z;[i;41]]}. In each rectangl®;, . ;,, a string label
Ziy,...iy 1S Written.

This construction, which we will call-dimensional rectangle labelings uniquely
defined by
(X1,...,X4,Z = (20,...0,-- -, %n,...n)). We are interested in succinct computation of

RL4(p = (21,...,24),(X1,..., X4, Z)) = 2iy,...i, Wherep e R, ..



This problem can be solved by recursively using the suc@aotputation of interval
labeling. Rather than write the general solution for @nyve will exemplify it using
d = 4. This conveys the main idea clearly, but cumbersome nots@ssociated with
arbitraryd are avoided.

We will denote thed = 4 coordinates with(x, y, u,v). Server's input isX =
(@1, 20 ), Y = (Y1, -y un), U = (U1, ... un), V= (v1,...,0n) (@i, yi, ui, v; €
[L]) and a table of value8 = (20,0,0,0, - - - , Zn,n,n,n) (25,60 € {0,1}™). User's input
is a pointp = (z,y,u,v) € [L]*. A scheme for succinct computation Bf., follows.
Scheme 2
RLG4(1%):

1. output(PK, SK) = ILG(1*)
RLQ4(SK, q):

1. output(ILQ(SK, z), ILQ(SK,y), ILQ(SK,u), ILQ(SK, v))
RLA4(PK, (ex, ey, eu, ev), (X, Y, Z)):

1. for(i,4,k) € [n]® let D; jx «— ILA(PK, equ, (v1, Zi j k1, - - -, Vd, Zijkin))
2. for i,J) € [n let Ei,]' — ILz4(PK7 equ, (ul, Di,j,h vy Ue, Di,j,n)S
3. fori e TL] let F; «— ILA(PK,eqy, (yl,Em, e ,yb,Ei,n))
4, letans — ILA(PK, eqx, (x1, Fi1,...,Zn, Fn))
5. outputans
RLD4(SK,a):

1. User outputd LD(SK, ILD(SK,ILD(SK,ILD(SK,a))))

Claim. Scheme 2 succinctly computes the functi®h,.

4 Range Retrieval in 2 Dimensions

In this section we are dealing with range retrieval in 2-disiens. For two pointa =
(asYa), b = (xp, yp) define therectangle(a, b) as{(z,y)|x € [ze, 21),Y € [Ya, Ub)}-
The serverholds a databasP of n pointspy,...,p, wherep; € [0,L) x [0,L) (L
is a public parameter). Theserholds two points;; = (gx1,qy1), g2 = (gx2, qy2) €
[0, L) x [0, L), and he wishes to retrieve all the poiptsc D which are in the rectangle
(g1, 92). The communication of the protocol should be proportionahie number of
retrieved point$D N (g1, ¢2)|, and the server should learn only that number.

The basic idea behind the protocol is as follows. Assume ifopkcity that the
server's database contains no two points with equal eitteery coordinates, i.ex; #
z; andy; # y, for all ¢ # j. Define thegrid alignmentfor a pointg = (x, y), denoted
Align(q) as the paifs, j) wherei = |{z;|z; < z}|andj = |{y:|y; < y}. Then, forany
two rectangles< a,b >, and< o', > we have thaiDn < a,b >= DN < d, b >
if and only if Align(a) = Align(a’) and Align(b) = Align(b’). Therefore, the grid
alignments of two corners of a rectangle, uniquely deteentlire points that lie inside
that rectangle. Our protocol retrieves the points insidecangle by (1) determining
the gird alignments corresponding to that rectangle by inmthe RL,4 protocol (2)



retrieving the points associated to those alignments bgingna contiguous-PIR pro-
tocol. The assumption that no two database points agredhiareioordinate can be
easily removed (for example-coordinate ofi-th point could be shifted right by some
amounty; < 1, where alld;’s should be distinct; shifting by amourt 1 can be simu-
lated by multiplying coordinates by a sufficiently large rhen the same is applied to
y-coordinates).

The protocol to retrieve the 2-d range is presented nextelfange size (the number
of retrieved points) i, andk denotes the security parameter then its communication
complexity is proportional t - poly(k), as is the user-side computation. Server-side
computation is, however, proportionaldy(n?).

2-d Range Retrieval Protocol

Range — 2(q1, q2; D):

User's input: points(q1 = (gz1, qy1), g2 = (qx2,qy2))

Server’s input: databasé® = (p1 = (z1,¥1),- -, Pn = (Tn,Yn))
User’s Output: list of all p; such thate; € [gz1, gz2) andy; € [qy1, qy2)

— Server creates auxiliary databasesY1,X2,Y2,Z andF' as follows:
° Xl,X2 — (l’l,x2,. .. 7xn)u YE,Y'Q — (yl:y27' . ,yn)
e sett =0
o for (i,7,k,1) € [n)*:
* computes, the number of points i(x;, y;), (zk, y1)) N D
* Zigkl < (t,8)
x store thes points in(z, j) N D in F' at addresses. ..t +s — 1
* t—1+4+s ) . )
— User and server engage in a private computatioRbf((gz1, qy1, gr2+ 1, qy2 +

J ; X1, Y1, X2, Ya, Z) (see section 3.2); user retrle\,(eg ) in the end
— User and server engage in ContPIR (see section 2) with usg@s (t,s) and

server’s inputr”

5 Private m**-Ranked Element

Given two partiesA and B with database® 4, and D, consider the problem of secure
computation of then!”-ranked element ab 4 U Dp. In [1], Aggrawal et al. design a
protocol for this problem wittO (log(m)) rounds and sublinear communication com-
plexity in the size of database. We show how to use our naraetive private element
rank protocol along with additional tricks to design a poatbwith better round effi-
ciency. Particularly, we design a protocol that requirely @n(log log(m)) rounds and
has a communication complexity lower théme) for any0 < e < 1.

In what follows we assume that the output of private elemamit protocol is shared
between the parties (no single party learns the actual gufplis can be achieved by
slightly modifying the protocol of section 3.1. More spegdfiy, in the protocol of
section 3.1, the server initially XORs all the interval l&bby a random string, and
then the protocol proceeds as before. Server’s share ofuipeitowill be r, while the
user will receive the intended label XORed with

The underlying algorithm for our protocol is different froitme one used by Ag-
grawal et al. The general idea for the algorithm is that eactysearches for the!"-
ranked element in his/her list. One party will return th&-ranked element as a result



of the search. Next we show how to perform such a seach sganélin a round- and
communication-efficient manner. More sepecifically, weigies protocol withO(c)
rounds of interaction an@(cml/c) communication complexity for any < ¢ < n. If
we letc = log log(m), we achieve a protocol witR (log log(m)) rounds and communi-
cation complexity ofD(m!/ °810g(m)) which is smaller tha® (m<) for any0 < e < 1.

It is not clear to us how to apply similar techniques to thetqcol of [1] in order to
achieve the same round efficiency.

Consider the firstn elements of each database as our new databases. Initly, e
database is divided inte!/¢ chunks of sizeO(m(1~1/9). In each iteration, we de-
termine which chunk the:*”-ranked element belongs to by running the element rank
protocol on the database elements that separate the chivekthen repeat the same
process on the chunk that contains th&-ranked element. The number of iterations
required in order to find thex*-ranked element is. Next we describe the protocol in
more detail:

Private m'"-ranked Element

Party A’s input: database 4.
Party B’sinput: databaséps.
Output: them!"-ranked element i 4 U Dp.

1. Let's assume that databages and Dy are sorted in an increasing order. Denote
the set of firstn elements ofD4 and Dg by S4 and S, respectively. If either
database is of size less tham, the database holder pads his/her database with
values of+oc in order to get a database of size Finally, for everyl < i < m/e,
let

ry =1y =ixme

2. Forj=1toc

(a) Fori =1tom'/°
i. Parties run the private element rank protocol to comphszes of:

o Rank(SA[Tf;], SB)
ri = Rank(SB[riB],SA)
i. Let RY =Yy 4+ % andR% = ri + rfE.
(b) Parties securely compute a circuit that takes share§ of, r%, andr’ for
everyl < i < m!/¢ as inputs and outputs shares@®f where

O = Sal[ry] if Ry =m
Oj = SB[T%] if RiB =m
O; = 0 otherwise

The circuit also outputs shares of the neyvandr, for everyl < i < m'/¢,
wherer’, = R’ +ixm=U+D/9) andrly, = RIP i x m(~U+D/9) and
t 4 is the largest integer such tthAA < m (similarly for ¢g).
3. Parties securely compute a circuit that takes shared,0f.., O, and outputs
shares oy~ O;.




The circuits in steps 2(b) and 3 of the protocol are implem@nsing Yao's garbled
circuit protocol. The circuit for step 2(b) is of siz&(m'/¢), and the circuit of step 3
is of sizeO(c). The communication complexity of the protocol is dominalgdstep
2(b) which is repeatedtimes and is therefor®(cm!'/¢). The round complexity of the
protocol isc due to the number of iterations of the for loop.

6 One-round PIR Is Sufficient for Private Keyword Search

We recall the setup for private keyword search (PKS) probleme server and the client
are involved. The server’s input is a databasef n pairs(z;, p;), wherez; is a key-
word, andp; the corresponding payload. The client’s input is a searcdwo If there
is a pair(z;, p;) in the database such that = w, then the output is the corresponding
payloadp;. Otherwise the output is a special symhol

In [11], Freedman et al. give a non-interactive and commatioa efficient solu-
tion for this functionality. Their construction require$Rp as well as asemantically
secure homomorphic encryption schetmethis section we design a modified version
of their scheme, which eliminates the dependency on homghimencryption. In fact,
any one-round PIR suffices for our solution, and the comnatidn complexity is es-
sentially the same as that of the underlying PIR. This eistads a somewhat surprising
implication:

Theorem 3. Ifthere is a one-round PIR with communication complexity) then there
is a one-round PKS with communication complexity)polylog(n).

The basic idea of our solution is to replace the polynomiaksduin protocol of
[11], by Yao’s garbled circuits [17]. This already elimieatthe need for homomorphic
encryption which was used to encrypt the coefficients of énmslynomials. Further
care is necessary to make sure that after this modificatiemptbtocol remains non-
interactive. We use techniques similar to those used byiGathl. [4] for this purpose.
For more details, please see the appendix.

Finally, note that all the protocols from previous sectioas be implemented from
PKS only, and obviously PIR is a special case of PKS. Thusdhewing three prob-
lems are “equivalent up tpolylog(n) factor in communication” (i.e. if any of them can
be succinctly computed, then the others can too): PIR, Pi&nial labeling.
Acknowledgment: We would like to thank Yuval Ishai for providing us with a copl/
[15], pointing to some related work and other helpful disioss.
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A Non-interactive Private Keyword Search Based on PIR

Here we follow the notation introduced in section 2.1 for@not computation. Let
(PIRG, PIRQ, PIRA, PIRD) be the algorithms implementing the succint compu-
tation of PIR and OTG, OTQ,OT A, OT D) be the algorithms implementing succint
computation ofl-out-of-2 oblivious transfer. Our private keyword search protoctl fo
lows:

Scheme 4 (Private Keyword Search)

PKSG(1%):

1. ComputgSKi, PK;) — PIRG(1%) and(SKa, PKz) — OTG(1%)
2. OUtpUt(SK = {SKl7 SKQ}7 PK = {PK17 PKQ})

PKSQ(SK, w):

1. otq1 +— OTQ(SKa,wn),
otqa — OTQ(SKQ,H)Q),

otqr «— OTQ(SKz, wg)
2. pirq «— PIRQ(SK:, H(w)), whereH is public hash function
3. output(pirg, otq, ..., otqy)

PKSA(PK, (pirg,otqi,...,otqr), X = (x1,p1,-.-,Tn,Dn)):

1. The server defines bins and maps the items into thel bins using a randon,
publicly-known hash functioff with a range of sizd.. H is applied to the data
base’s keywords, i.e(z;, p;) is mapped to birf (x;). Letm be a bound such that,
with high probability, at mostn items are mapped to any single bi &ndm are
parameters to be determined later.)

2. For every binj, the server constructs a Yao’s garbled circGiC;. Circuit GC;
takes as input: (1) Server’s: every pdit;, p;) mapped to biry,(2) Client’s: key-
word w, and outputs; if w = z;, for any z; fed to the circuit andL symbol
otherwise. We require that server uses the same garblecesdhr client’s in-

put wires in all circuits and denote them iy?, ¢1),..., (9%, 9%) . * Let B =
(GCy,...,GCL).

3. Computepira = PIRA(PKy, pirq, B) andota; = OTA(PKa,otq, (g9, g7))
for1<i<k

4. Output(pira,otas,...,otay)
PKSD(SK, (pira,ota ..., otay)):

1. Client compute® I RD(SK, pira) to get the garbled circuiG'C .y, and comy
putesOT D(SK2, ota;) for 1 <4 < k to get his garbled inputs for the circuit. He
then evaluates the circuit and computes the output usingainelation table

2 The garbled circuit also includes garbled values for sé&weput wires and a trans-
lation table that enables the client to learn the final ouRlaetse see [17] for mo
detail on Yao’s garbled circuit construction.

(¢}




Letting L = n/log(n) will lead to garbled circuits of siz&(polylog(n)), and hence,
the total communication complexity 6f(polylog(n)) for the above protocol. The pro-
tocol requires one round of communication between the sanethe client.

The security follows from security of Yao's garbled circpibtocol (pseudorandom
functions and OT), and the security of the PIR scheme usean Fesults of [9, 3] we
know that one-round PIR implies pseudorandom functions@retroundl -out-of-2
OT. Hence based on the above constructiam-interactive®IR impliesnon-interactive
PKS. Furthermore, itis easy to implement non-interatie given non-interactive PKS
by simply letting the keywords be the indices of the valuethandatabase. Therefore
we can conclude thaon-interactive PIR and non-interactive PKS are equival&his
automatically proves equivalence of non-intractive ivé¢tabeling and rectangle la-
beling problems to non-interactive PIR as well.

B Proof of Lemma 1

1. Supposev < u. Since(u,v;) € D we have thai C (v;_1,v;] andu’ &
(vj—1,v;]. On the other hand sindev,v;) € D, we havew C (v;—1,v;]. But
fromw < w it follows thatu U «/ C w. w intersects botfv;_1, v;] and(vj_1,v;],
so it must be that = 5. But themu’ C w C (vj_1,v;] — contradiction!

2. ConsiderS = {w| w = y A (Vi)w £ z;}. Letw be the shortest string if. Then
for somei, (w,v;) € D. Indeed, sincev is the shortest string i, eitherw = € or
w” ¢ S. Ifw=ethenn =0,s0(¢,v) € D. If w™ ¢ 5, thenw™ < x; for some
i, SO it must be that’ < x;. This means that C (z;_1, x;] butw’ & (z;_1, ;).
So it must be thafw, v;) € D.



