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Abstract. New hash families are analyzed, mainly consisting of the
hash functions

ha,b : {0, . . . , u− 1} → {0, . . . , r − 1}, x 7→
(
(ax+ b) mod(kr)

)
div k.

Universal classes of such functions have already been investigated in [5,
6], and used in several applications, e.g. [3, 9]. The new constructions
which are introduced here, improve in several ways upon the former re-
sults. Some of them achieve a smaller universality parameter, i.e., two
keys collide under a randomly chosen function with a smaller probabil-
ity. In fact, an optimally universal hash class is presented, which means
that the universality parameter achieves the minimum possible value.
Furthermore, the bound of the universality parameter of a known, al-
most strongly universal hash family is improved, and it is shown how
to reduce the size of a known class, retaining its properties. Finally, a
new composition technique for constructing hash classes for longer keys
is presented. Its application leads to efficient hash families which consist
of linear functions over the ring of polynomials over Zm.

1 Introduction

Since its introduction by Carter and Wegman [4, 18], the concept of universal
hashing has proven to be very successful. A large number of applications, partly
in areas which are remote from the original problem, are known. They range from
complexity theoretical investigations over message authentication to standard
applications like dictionary implementations or integer sorting.

Let two finite sets U (universe) and R (range) be given, as well as a family
H of hash functions, which map U to R. H is called ε–almost universal (ε–AU),
if two keys x1 6= x2 from U collide under a randomly chosen hash function with
a probability of at most ε. It is called ε–almost strongly universal (ε–ASU), if
the probability that x1, x2 are hashed to arbitrary fixed values y1, y2 ∈ R is at
most ε (for precise definitions see Section 2.1.) Applications for ε–AU classes
can be found e.g. in [4, 10, 8, 6, 3, 12], and Wigderson [19] gives a bibliography of
36 papers concerning the topic of pairwise independence, i.e., strongly universal
hashing. In recent years, a new type of hash family was considered. The so called



ε–∆ universal families are a type of ε–AU families, which were mainly used for
message authentication [11, 13] or the construction of ε–ASU classes [17].

There are several important properties of hash families. They should be easy
to implement, and their cardinality should be as small as possible, since it de-
termines the amount of random bits that are needed to choose a function. Fur-
thermore, the universality parameter ε has great influence on the performance of
the underlying application. E.g. in the dynamic dictionary described in [8], hash
functions are chosen at random from an ε–AU hash class, until they satisfy cer-
tain properties. The expected number of hash functions that have to be tested,
highly depends upon the universality parameter ε. Also the expected memory
consumption is influenced by this parameter, because the sizes of the hash tables
increase, if “bad” hash functions are chosen.

The time needed to evaluate functions from a universal hash class is another
important factor. Experiments in [7] have shown that in the mentioned dictionary
implementation, a large amount of computing time is used for the evaluation
of hash functions. We therefore informally say, a hash class is efficient if its
functions can be evaluated efficiently.

While many constructions of AU, ASU and ∆ universal hash classes are
known, they differ very much in how far they satisfy the above properties. Some
families, as those mainly used in message authentication, achieve only a con-
stant universality parameter (e.g. ε = 2−64). For many other applications this
is not enough. They require c/r–AU or c/r2–ASU hash classes, where c is a
constant to be minimized. Most known families achieving such bounds require
prime numbers of size |U |, or arithmetic in finite fields, while others need ma-
trix multiplication or convolution over some finite field. Such solutions are either
inefficient, or introduce the problem of providing prime numbers or irreducible
polynomials. As discussed in [12, 2, 1], this may be inconvenient and inefficient for
applications (e.g. dictionaries or integer sorting), where the size of the universe
is determined at runtime.

To overcome these restrictions, functions of the type ha,b : {0, . . . , u− 1} →
{0, . . . , r − 1}, x 7→

(
(ax+ b) mod(kr)

)
div k were used. The so called “multi-

plicative class” [6] is 2/r–AU, and consists of functions ha,0, where 0 < a < u
is odd and u = kr is a power of 2. In [5], the concept was generalized. The
“linear class” consists of functions ha,b for 0 ≤ a, b < kr and k ≥ u − 1. It was
shown, that this family is 1/r2–ASU for u, k and r being powers of the same
prime and 5/(4r2)–ASU otherwise. Both classes have already been found useful
in applications, such as [3, 9], and experimental studies in [7] have shown that
the multiplicative class performs well in dynamic dictionary implementations.

In this paper, we construct several new hash families with improved prop-
erties, mainly consisting of the functions ha,b. Among them are ε–∆ universal
and ε–ASU classes for small ε, which have significantly smaller cardinality than
the linear class. Also, a new proof yields an improved bound for the universality
parameter of the linear class, in the case that u, k and r are not powers of the
same prime (Section 3). New constructions of AU hash classes are presented
in Section 4. The probably most important results are an 1/r–AU and an op-



timally universal hash class. For the case, that kr is a power of 2, there are
no other constructions of this kind known, which are comparable in efficiency,
without sacrificing a reasonable size. Actually, there has been mentioned only
one direct construction of an optimally universal hash class in literature, that
is suitable for implementation. It requires though, arithmetic over finite fields
[16]. Section 5 considers linear functions over polynomials. The resulting hash
classes have properties similar to those given in the Sections 3 and 4, and are
very suitable for hashing longer keys without the need for implementing long
integer arithmetic.

2 Preliminaries

2.1 Definitions

Let U and R be two finite sets with u := |U |, r := |R| and 1 < r ≤ u. A
function h : U → R is said to be a hash function with universe U and range R.
Various types of families of hash functions have been studied. For the following
definitions of the most important types, we consider H to be a (multi-)set of
functions from U to R and h to be chosen randomly from H (according to the
uniform distribution on H).

1. H is ε–almost universal (short: ε–AU), if Prob
(
h(x1) = h(x2)

)
≤ ε for all

x1 6= x2 in U . An 1/r–AU class is also called universal, and an ε–AU class
with ε = (u− r)/(ur − r) is called optimally universal.

2. H is ε–almost strongly universal (short: ε–ASU), if for all y1, y2 ∈ R and
x1 6= x2 in U the following two conditions are satisfied:
(a) Prob

(
h(x1) = y1

)
= 1/r.

(b) Prob
(
h(x1) = y1 ∧ h(x2) = y2

)
≤ ε.

If H is 1/r2–ASU, it is also called strongly universal (short: SU).

3. Let R be an abelian group. H is ε–∆ universal (short: ε–∆U), if
Prob

(
h(x2)− h(x1) = d

)
≤ ε for all d ∈ R and x1 6= x2 in U . If H is

1/r–∆U, it is also called ∆ universal (short: ∆U).

The term optimally universal was introduced in [14], where it was shown that for
any class H of hash functions, there exist two keys x1 6= x2 in U , which collide
under at least |H|(u− r)/(ur − r) functions from H. It is also well known, that
for ASU and ∆U classes, universality parameters of 1/r2 and 1/r respectively
are the best possible.

2.2 Notation

In the rest of this paper, we will consider R to be the additive group modulo r
and U to be the u-element subset {0, . . . , u− 1} of the ring M = Zm, where m =
kr ≥ u for some integer k. If not stated otherwise, additions and multiplications
between two elements from M are over this ring. An addition over the group R



will be denoted by ⊕. Furthermore, for x ∈ M we define Mx = {ax | a ∈M}.
Finally, for two integers x, y we let gcd(x, y) be the greatest common divisor of
x and y over Z.

For a, b ∈M define the mappings

gb : M → R, x 7→ (x+ b) div k and ha,b : U → R, x 7→ gb(ax).

In other words, ha,b(x) could be written as
(
(ax+ b) modm

)
div k. For multi-

sets A,B ⊆ M , the hash class Hk,A,B consists of the functions ha,b with a ∈ A
and b ∈ B.

Note that the functions ha,b can be evaluated very efficiently on ordinary
computer architectures. Particularly, if m = kr is a power of 2, then the modulo
operation and the division can be replaced by a bitwise “and” and a bitwise
shift. In this case, the time needed for the evaluation of the functions ha,b is
very close to the time needed for one multiplication. Another slight reduction
of the evaluation time can be achieved by choosing b to be 0 for all functions,
since then no addition is required. Generally though, this leads to an increase of
the universality parameter. Since in most applications the size of a hash table
can be increased by a factor of at most 2 without much effort, having m = 2n is
probably the most important case. In this case the functions ha,b can be evalu-
ated in O(n log n log log n) steps on Turing machines and in depth O(log n) and
size O(n log n log log n) by circuits with fan-in 2, using the Schönhage-Strassen
multiplication method [15]. As discussed in [5], circuits for hash classes that in-
volve prime number arithmetic or finite field arithmetic lack uniformity and are
larger.

3 ∆U and SU Hashing

We first state a lemma which is crucial for the proofs in the next two sections.

Lemma 1. Let d ∈M and x1, x2 ∈ U with δ = x2−x1 6= 0 and γ = |gcd(δ,m)|.
Then

(a) Mδ = {iγ | 0 ≤ i < m/γ}

(b) Prob
a∈M

(
ax2 − ax1 = d

)
= Prob

(
aδ = d

)
=

{
γ/m, if d ∈Mδ.
0, otherwise.

Proof. Observing that Mδ is the principal ideal generated by δ, (a) follows from
basic algebra. For the proof of (b), consider the mapping ϕδ : M →Mδ, a 7→ aδ.
Since ϕδ is a surjective group homomorphism, the number of a ∈ M satisfying
aδ = d is 0 if d 6∈Mδ, and otherwise is

∣∣ϕ−1
δ (d)

∣∣ = |M |/|Mδ| = γ. ut

3.1 Homogeneous Functions

We now consider the ε−∆U hash families Hk,M,{0} for k ≥ u−1. They consist of
the functions ha,0 and can – as noted in the introduction – be evaluated without



addition. I.e., ha,0(x) =
(
(ax) modm

)
div k. As we show below, the universality

parameter of Hk,M,{0} is 2/r if kr is a prime power and 3/r otherwise.
For the latter case, it can be bounded more precisely as follows. Let Γu,r,k =

max {0, γ = gcd(x, kr) | 0 ≤ x < u, γ - k}. For k ≥ u− 1, which is the case to be
considered here, we have 0 ≤ Γu,r,k/k ≤ 1. Moreover, Γu,r,k/k converges to 0
with increasing k, and if kr is a prime power, this term equals 0 in any case.

Theorem 1.

1. If k ≥ u− 1, then Hk,M,{0} is c/r–∆U, where c = 2 + Γu,r,k/k ≤ 3.
2. If m = kr is a power of the prime p and k ≥ u/p, then Hk,M,{0} is 2/r–∆U.

Proof. Let d ∈ R and x1, x2 ∈ U with δ = x2 − x1 6= 0 and γ = |gcd(δ,m)|
(obviously γ ≤ k). For arbitrary y1, y2 ∈ M , it is clear that g0(y2)− g0(y1) = d
requires k(d− 1) < y2 − y1 < k(d+ 1). Therefore, one obtains by Lemma 1 that

Prob
(
g0(ax2)− g0(ax1) = d

)
≤

∑
y∈Mδ

k(d−1)<y<k(d+1)

γ/m ≤ d2k/γe · γ
kr
.

This is at most (2 + Γu,r,k/k)/r. ut

We now use this result to construct an ε/r–ASU hash class with ε as given
in the above theorem. The following construction method is described in [17].
Consider a hash family H of functions U → R, where (R,⊕) is an abelian group.
For any h ∈ H and any y ∈ R let ϕh,y : U → R be defined by ϕh,y(x) = h(x)⊕y.
It is easy to see that if H is ε–∆U, then the family of functions ϕh,y for (h, y) ∈
H ×R is ε/r–ASU.

Corollary 1. Let B = {ik | 0 ≤ i < r}.

1. If k ≥ u− 1, then Hk,M,B is c/r2–ASU, where c = 2 + Γu,r,k/k ≤ 3.
2. If m = kr is a power of the prime p and k ≥ u/p, then Hk,M,B is 2/r2–ASU.

Proof. ha,ki(x) = ha,0(x)⊕ i. ut

3.2 Inhomogeneous Functions

Recall that the ε–∆U hash class from Theorem 1 consists of functions ha,0, which
can be evaluated without addition. It can be expected though, that on most com-
puter architectures the time for an extra addition is very small compared to the
time needed for the multiplication and the divisions. We will therefore increase
the class by adding functions ha,b with b 6= 0, to obtain better universality pa-
rameters. The resulting class is 9/(8r)–∆U, and in the prime power case even
1/r–∆U.

The universality parameter ε can be described more precisely by the following
term. We obtain ε = 1/r + ϑk(Γu,r,k)/r, where for 0 ≤ γ

ϑk(γ) :=

{
0 if γ = 0.

1
4bk/γc · (bk/γc+ 1) otherwise.



Although this may look technical, the important properties can be described
easily. For k ≥ u−1, we obtain ϑk(Γu,r,k) ≤ 1/8. Further, since Γu,r,k is at most
u − 1, we find that ϑk(Γu,r,k) is in O(1/k2), and therefore by an increase of k
converges quite fast to 0.

Lemma 2. For 1 ≤ i ≤ n let (yi, y′i) be pairs of elements from M where the
δi = yi − y′i are pairwise distinct and form a set {zγ + C | 0 ≤ z < m/γ} for
some C ∈ M and some γ ≤ k. Then for any d ∈ R and randomly chosen
1 ≤ i ≤ n, 0 ≤ b < k,

Prob
(
gb(yi)− gb(y′i) = d

)
≤

{
1/r, if γ divides k.(
1 + ϑk(γ)

)
/r, otherwise.

Proof. Let 1 ≤ j ≤ n. It can easily be shown that the number of b ∈
{0, . . . , k − 1} satisfying gb(yj) − gb(y′j) = d is exactly δj mod k if δj ∈
{k(d− 1), . . . , kd− 1} and k − δj mod k if δj ∈ {kd, . . . , k(d+ 1)− 1}. Other-
wise, no b ∈ B will satisfy this condition.

Now assume w.l.o.g. that those δi in {k(d− 1), . . . , kd− 1} are δ1 < . . . < δt
and those in {kd, . . . , k(d+ 1)− 1} are δt+1 < . . . < δt+t′ . If we let

S =
t∑

j=1

δj mod k +
t′∑

j=t+1

(k − δj mod k),

then the probability of gb(yi) − gb(y′i) = d is S/k · γ/m = 1/r · Sγ/k2. In
order to bound the sum S, we have to consider three cases, namely t = t′,
t = t′ − 1 = bk/γc and t = t′ + 1 = dk/γe.

First, assume t = t′, and note that γ|k implies this case. Using the fact that
δj mod k − δt+j mod k = k − tγ (1 ≤ j ≤ t), we obtain Sγ/k2 = 2t(γ/k) −
t2(γ2/k2). And since the real function F (x) = λx− τx2 has a global maximum
with value λ2/(4τ), we have Sγ/k2 ≤ (2t)2/(4t2) = 1.

Now assume t = t′ − 1 = bk/γc. We obtain

S =
t∑

j=1

(
δj mod k + k − δt+j+1 mod k

)
+ k − δt+1 mod k

≤ k + t
(
2k − γ(t+ 1)

)
,

thus Sγ/k2 ≤ (2t+ 1)(γ/k)− t(t+ 1)(γ/k)2. For the same reason as above, this
is at most 1 + 1/

(
4bk/γc(bk/γc+ 1)

)
.

The last case, t = t′ + 1 = dk/γe, follows from symmetry reasons. ut

The functions ha,b with a ∈ M and b ∈ {0, . . . , k − 1} now give the desired
ε–∆U class. The proof is omitted here, since it mainly is the combination of
Lemma 1 and Lemma 2.

Theorem 2. Let m = kr and B = {0, . . . , k − 1}.



1. If k ≥ u− 1, then Hk,M,B is c/r–∆U, where c = 1 + ϑk(Γu,r,k) ≤ 9/8.
2. If m is a power of the prime p and k ≥ u/p, then Hk,M,B is ∆U.

Using the techniques from Section 3.1, it is now an easy task to construct a
9/(8r2)–ASU hash class. The resulting construction is the “linear class”, which
was first investigated by Dietzfelbinger [5]. He showed that it is 5/(4r2)–ASU and
even SU for m being a prime power. Our bound therefore is somewhat tighter
in the case of m being no prime power.

Corollary 2. If k ≥ u−1, then Hk,M,M is c/r2–ASU, where c = 1+ϑk(Γu,r,k) ≤
9/8.

For the prime power case, we present now a new SU family, which has a
smaller cardinality than the “linear class”. While for the above construction,
about log(u) + log(r) random bits are necessary to choose the parameter b,
approximately log(u)/2 random bits can be spared by using the following hash
family.

Theorem 3. Let r be a power of the prime p and k = pK ≥ u− 1.

1. If B =
{
ipdK/2e

∣∣ 0 ≤ i < pbK/2c}, then Hk,M,B is ∆U.
2. If B =

{
ipdK/2e

∣∣ 0 ≤ i < rpbK/2c}, then Hk,M,B is SU.

The somewhat lengthy proof will be given in the full version of this paper.

4 Universal and Optimally Universal Hashing

4.1 Universal Hashing

Clearly, any ε–∆U hash family is also ε–AU. In many situations though, one is
only interested in finding hash classes where two arbitrary keys collide with low
probability. The much stronger property of ε–∆ universality is often unnecessary.
We are therefore interested in finding AU hash classes, that sacrifice the ASU
or ∆U property for being more efficient and/or smaller in cardinality.

For the following constructions we will choose k = u/r. The classes are
smaller than those from the former section, and can in many situations be eval-
uated more efficiently. Assume that a computer word consists of N bits, and that
we have u = 2N and r = 2N

′
for some N ′ < N . On most processors, a multi-

plication modulo 2N can be evaluated much faster than modulo 2N+N ′ , so that
having k = u/r (compared to k ≈ u) leads to an improvement in efficiency. We
start again with a homogeneous version, allowing the functions to be computed
without addition.

Theorem 4. Let m = kr ≥ u be a power of the prime p, and A =
{ip+ 1 | 0 ≤ i < m/p}. Then Hk,A,{0} is 2/r–AU.



Proof. Let x1, x2 ∈ U with δ = x2 − x1 6= 0. If δ is a multiple of k, then
k ≤ aδ ≤ m− k for any a ∈ A, thus x1 and x2 do not collide at all. Assume
therefore that δ is not a multiple of k, thus k is a multiple of γ = |gcd(pδ,m)| =
p · |gcd(δ,m/p)|. Then obviously Aδ = {iγ + δ | 0 ≤ i < m/γ}. So, similar to the
proof of Theorem 1, one obtains

Prob
(
g0(ax2) = g0(ax1)

)
≤

∑
y∈Aδ
−k<y<k

γ/m ≤ d2k/γe · γ
kr
,

which is at most 2/r. ut

For m a power of 2, almost the same hash family was established in [6], and called
the multiplicative class. Our construction generalizes the concept for arbitrary
prime powers m. Note also, that if kr is a power of 2, it is is possible to use
only half the functions. It can be proven, that in this case a can be chosen
randomly from the set of odd numbers {1, 3, . . . ,m/4− 1} without increasing
the universality parameter.

The construction of the universal class Huniv which we present now, is com-
pletely new. Actually, no other universal class is known which is of reasonable
cardinality and as efficient as ours for kr being a power of 2.

Theorem 5. Let r be a power of the prime p, and k = pK ≥ u/r. Further-
more, let A = {ip+ 1 | 0 ≤ i < m/p} and B =

{
ipdK/2e

∣∣ 0 ≤ i < pbK/2c}.
Then Huniv := Hk,A,B is universal.

More precisely, any x1 6= x2 in U collide under a randomly chosen h ∈ Huniv

with the same probability 1/r, if |gcd(x2 − x1,m)| < k. Otherwise, they do not
collide at all. We omit the proof, which is very similar to the proofs of Theorem 3
and 4.

4.2 Optimally Universal Hashing

As we said before, some specific keys do not collide under any function from
Huniv. The idea of the following construction is to add other functions, which
let exactly such keys collide. This leads to an improvement in the universality
parameter. In fact, for u being a power of r (which itself is a prime power), the
universality parameter takes its minimum possible value, i.e., the class is opti-
mally universal. Note that there is an equivalence between optimally universal
hash classes and resolvable balanced incomplete block designs (RBIBDs) — see
[16]. Although many existence results of RBIBDs are known, not much attention
has been paid in the literature, on how to efficiently evaluate them. Likewise, no
very practical constructions of optimally universal hash classes have been found,
yet. The hash family we present now, fills in the gap, since it is of reasonable
size and its functions are easy to implement and efficient to evaluate. The proof
is omitted due to space limits.



Theorem 6. Let r be a power of the prime p, m = rt ≥ u for some integer t and
k = pK = rt−1. Further, let A =

{
(ip+ 1) · rj

∣∣ 0 ≤ j < t, 0 ≤ i < m/(prj)
}

and B =
{
ipdK/2e

∣∣ 0 ≤ i < pbK/2c}. Then for Hopt := Hk,A,B the following
holds:

1. Any two distinct keys collide with the same probability (m−r)/(mr−r) < 1/r
under a randomly chosen function.

2. If m = u, then Hopt is optimally universal.

Assuming that m = u = rt, for Hopt we have |A| = (u/p) · (rt − 1)/(rt − rt−1),
which is less than (u/p) · r/(r− 1). So, this class is not much larger than Huniv,
where |A| = u/p. Since the evaluation of the functions from both classes is
equally efficient (provided that the word length for the multiplication is equal),
Hopt may be preferred in many situations. In others though, namely those, where
the smallest rt ≥ u is much larger than u, Huniv might be the better choice.

5 Hashing Polynomials

In some situations, it is necessary to hash keys, which do not fit into a single
computer word. In such cases, the evaluation of the functions ha,b may be in-
convenient and inefficient, since multiplication of long integers would have to be
implemented. If an ε–∆U hash class H with universe U and range R is given,
then the following construction allows us to hash υ words from U to ρ words
from R with a universality parameter of ερ.

Proposition 1. Let H be an ε–∆U family of hash functions U → R. Then for
any two integers 1 ≤ ρ ≤ υ, there exists an ερ–∆U family of |H|υ+ρ−1 hash
functions Uυ → Rρ.

Proof. For any h = (h1, . . . , hυ+ρ−1) ∈ Hυ+ρ−1 let Φh : Uυ → Rρ map (x1, . . . , xυ)
to (y1, . . . , yρ), where yk =

∑υ
j=1 hk+j−1(xj). We show that the class consist-

ing of all functions Φh, where h ∈ Hυ+ρ−1, is ερ–∆U. Consider two distinct
keys x = (x1, . . . , xυ), x′ = (x′1, . . . , x

′
υ) ∈ Uυ, and let t be the highest index

with xt 6= x′t. Furthermore, let (d1, . . . , dρ) = Φh(x′) − Φh(x) for some ran-
domly chosen h = (h1, . . . , hυ+ρ−1), and let 1 ≤ i ≤ ρ. By the assumption,
hi+t−1(xt) − hi+t−1(x′t) takes any value in R with a probability of at most ε,
and therefore so does di. Observing that d1, . . . , di−1 are independent from the
choice of hi+t−1, the result follows immediately by induction over i. ut

The direct application of the construction method to the hash classes from the
former sections would already yield ∆U and – with the method described in
Section 3 – ASU families. A slight modification of this technique though, will in
our case lead to somewhat more efficient constructions.

Let the universe U = Uυ with U = {0, . . . , u− 1} and the range R = Rρ with
R = {0, . . . , r − 1}. As before, let m = kr ≥ u for some integer k and consider
all operations over the ring M = Zm. Further, let n ≥ υ be some fixed integer
(to be determined later). For a = (a0, . . . , an−1) ∈Mn and x = (x0, . . . , xυ−1) ∈



Mυ, we define the convolution of a and x, a ∗ x, to be the n-element vector
y = (y0, . . . , yn−1) ∈Mn, where yl =

∑min(l,υ−1)
i=0 al−ixi. For our hash functions,

only the last ρ coordinates of the convolution need to be computed. For a ∈Mn

and b = (b0, . . . , bρ−1) ∈Mρ, let

gb : Mn →Mρ, (x0, . . . , xn−1) 7→ (y0, . . . , yρ−1),

where yi = (xi+n−ρ + bi) div k and

ha,b : U → R, x 7→ gb(a ∗ x).

Note that the functions ha,b are linear functions over the ring of polynomials
over M of degree less than n.

The hash classes Hpoly
k,A,B for specific A ⊆ Mn and B ⊆ Mρ consist of the

hash functions ha,b for (a, b) ∈ A × B. Varying the parameters k, A and B, we
get similar to the former sections several ASU, ∆U and AU hash families. We
summarize all results in the following theorem.

Theorem 7. Let k ≥ u/p, if r is a power of the prime p and k ≥ u−1 otherwise.
Let further c1 =

(
2 + Γu,r,k/k

)ρ and c2 =
(
1 + ϑk(Γu,r,k)

)ρ (recall that c1 ≤ 3ρ

and c2 ≤ (9/8)ρ, and if m = kr is a prime power, then c1 = 2ρ and c2 = 1).
Then the following holds:

1. Let n = υ + ρ− 1 and A = Mn.
(a) If B = {0}ρ, then Hpoly

k,A,B is c1/rρ–∆U.
(b) If B = {0, . . . , k − 1}ρ, then Hpoly

k,A,B is c2/rρ–∆U.
(c) If B = {ik | 0 ≤ i < r}ρ, then Hpoly

k,A,B is c1/rρ+1–ASU.
(d) If B = Mρ, then Hpoly

k,A,B is c2/rρ+1–ASU.

2. Let u = r, n = υ and A = {(k, a1, . . . , an−1) | a1, . . . , an−1 ∈M}.
(a) If B = {0}ρ, then Hpoly

k,A,B is c1/rρ–AU.
(b) If B = {0, . . . , k − 1}ρ, then Hpoly

k,A,B is c2/rρ–AU.

Sketch of Proof. 1 (a) and (b) are proved by an induction like that in the proof
of Proposition 1, but using the techniques from Theorem 1 and Lemma 2 respec-
tively. For (c) and (d), recall the construction method described before Corol-
lary 1. Finally, 2 (a) and (b) are obvious by considering the two cases that either
two given vectors (keys) from the universe differ only in the ρ highest coordinates
or also in lower ones.

Note that the AU classes require the words of the range and the universe to
have the same length, i.e., U = R.
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