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1 Introduction

1.1 Motivation

Broadcast encryption allows for a convenient way to distribute data in a secure man-
ner over an insecure channel. For example, suppose Alice wishes to broadcast a
message to her friends and only have the message intelligible to them. Further, sup-
pose that the channel of communication is insecure, such as the Internet or public
access network. A possible solution would be to encrypt the message using a sym-
metric keying system, such as the Advanced Encryption Standard (AES), for each
person Alice wishes to communicate with. This however, requires that Alice keep
track of all her friends’ keys and encrypt the same message multiple times for each
user.

Broadcast encryption provides a different solution where the broadcaster, Alice in
our case, is only required to encrypt the message once, according to a predetermined
key. The message can then be sent out to everyone on an open network, but only
the intended recipients will have the proper corresponding key required to decrypt
the message.

Satellite television, Pay-Per-View and distributions of copywrited material are ob-
vious applications of broadcast encryption. Only paying customers will be granted
access to the media. Now the focus turns to preventing unauthorized users from com-
bining their efforts to decrypt the message. This is know as collusion, and systems
that are collusion-resistant will be looked at in this paper.

1.2 Broadcast Encryption Schemes

Broadcast encryption schemes can be typically broken down into two phases. The
first is the key pre-distribution phase, in which a trusted authority (TA) distributes
some secret information to each user of a given system. This information allows each
user to compute their corresponding key for future broadcasts. The second phase
is where the TA actually encrypts messages in such a manner that only a specific
subset of all users can correctly decrypt the message.

The first introduction of broadcast encryption was by Fiat and Naor [10] in 1993.
Since 1993, considerable research has been focused on this area. Topics of interest, es-
pecially pertaining to digital media rights, include schemes which provide revocation
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and traitor tracing, in which known ‘pirates’ can be tracked and punished.

Another important aspect is that of stateless receivers. That is, each user is given a
fixed set of keys at the onset of his or her inclusion into a priviledged group. These
keys remain constant and cannot change throughout the lifetime of the system. This
scenario is not uncommon, consider the attitude “once-and-for-all” tamper-proof.
For example, small devices like SmartCards may have limited memory capacity.
This may reduce the capability to store and update many keys. In which case, a
fixed set of keys may be ‘hard-coded’ into the device. Other devices such as DVD
players may be required to decode DVDs encoded by a large production company,
however it is currently infeasible to maintain and update a set of keys just to view
the latest movies.

1.3 What this paper covers

This paper will formally define broadcast encryption and all relevant terminology
in the next section. Following this, will be a brief look at the requirements any
broadcast encryption scheme must meet including the limitations of key generation
and storage. Also included, will be a discussion on the advantages and disadvantages
broadcast encryption has over the classical encryption methods of symmetric key and
public key encryption.

Next, this paper will briefly present the broadcast encryption scheme first introduced
by Fiat and Naor [10]. This will provide the basis for looking at specific schemes
which allow for stateless receivers, originally studied by Naor, Naor and Lotspiech
[14]. Their scheme allows for broadcasts to n− r authorized users, with n total users
and r revoked users in the system. However, message headers are of size O(r) and
private keys of size O(log2 n). The idea of stateless receivers were improved upon
by Dodis and Fazio in [7], where the method allows for public key broadcasts with
small public keys. Both of these schemes are based on the concept of Subset-Covers
and Subset-Differences. They allow broadcasting to all users except a small subset
whose keys may be comprimised.

Finally, this paper will look at the schemes proposed by Boneh and Waters in [5].
These schemes provide broadcast encryption which is collusion resistant against any
number of colluders. As well, the system allows for ciphertext and public keys of size
O(
√

n), where n is the number of users.
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