
THE DATA ENCRYPTION STANDARD (DES)1. Desription of DESDES (FIPS 46-3) is a blok ipher that operates on 64-bit bloks. Keys are 64 bits long, but 8 of these areparity bits, leaving 56 atual key bits. The basi operation of DES is as follows:(1) The 64 plaintext bits are permuted in a �xed order (transposition ipher).(2) The blok is divided into two 32-bit words L0 and R0:(3) The blok undergoes 16 substitution \rounds." In eah round, one word is transformed using XORand a substitution funtion, after whih the two words are swapped.(4) In the last round, the two words are not swapped.(5) The original permutation is reversed.Thus DESkey(M) = IP�1(S16(S15(: : : (S2(S1(IP (M)))) : : : ))): The overall struture of DES is illustratedpitorially in Figure 1.We now desribe the individual omponents of DES.1.1. Initial Permutation. Simply a �xed re-ordering of the input bits, desribed in the FIPS doument.Notation: the �rst bit of the output is the 58th bit of the input.1.2. Substitution Rounds. In round i, the right word Ri�1 is ombined with the ith subkey Ki via thefuntion f: The output of f is XORed with Li�1 to form Ri: The next left word Li is the previous rightword (Li = Ri�1).1.3. The Funtion f . f aepts as input Ri (32 bits) and the ith round subkey Ki (48 bits). The subkeygeneration is desribed below. The funtion f works as follows:(1) Ri is expanded to the 48 bit R0i via the expansion funtion E; whih simply repeats some of the bitsof Ri in generating R0i (see the FIPS publiation for the spei�ation of E).(2) R0i is XORed with Ki (both are 48 bits long).(3) R0i �Ki is broken into 8 6-bit words. Eah of these words is replaed by a 4-bit word aording tothe 8 (di�erent) S-boxes S1; S2; : : : ; S8: The result of applying the S-boxes is a 32-bit string.(4) The 32-bit string is permuted aording to the �xed permutation P (see the FIPS publiation).Figure 2 ontains a pitorial desription of f:1.4. Generation of the Subkeys Ki.(1) The key K (56 bits) is permuted aording to the �xed permutation \PERMUTED CHOICE 1"(see FIPS publiation) and separated into two 28-bit words C0 and D0:(2) Eah word is rotated either one or two plaes to the left aording to the �xed shedule below,yielding C1 and D1: 1



Figure 1. Diagram of DES
INITIAL PERMUTATION

f+

L 0

L  = R1 0 +R     = L     1 0 0 1f(R   , K    )

f+

L  = R2 1 +R     = L     2 1 1 2f(R  , K     )

15L   = R 14

f+

+16 15R     = L     15 16f(R    , K     ) L   = R16  15

INVERSE INITIAL PERMUTATION

OUTPUT

INPUT

+R     = L     f(R    , K     )15 14 14 15

f+

K
16

K

K

K

n

2

1

R 0

Iteration 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16# of left shifts 1 1 2 2 2 2 2 2 1 2 2 2 2 2 2 1(3) K1 is obtained from C1 and D1 via \PERMUTED CHOICE 2," whih selets 48 bits from C1 andD1 aording to a �xed ordering.(4) Steps 2 and 3 are repeated with Ci and Di to obtain the remaining 15 subkeys.This proess is illustrated in Figure 3 2



Figure 2. DES funtion f
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1.5. DES Deryption. The struture of DES allows for easy deryption as long as the key is known. Beforedesribing the DES deryption algorithm, we state a few properties of the omponents of the algorithm. Wedenote by Kn = KS(n; key) the nth subkey, where KS is the key shedule.It is easy to see that the following properties all hold:Li+1 = RiRi+1 = Li � f(Ri;Ki+1) i = 0; 1; : : : ; 15Li = Ri+1 � f(Ri;Ki+1)Ri+1 � Li = f(Ri;Ki+1)In addition, we have C = IP�1(R16; L16)IP (C) = (R16; L16)where IP�1 is the inverse of the initial permutation funtion.Suppose DESkey(M) = C: Denote byK 0i = KS(17� i; key); i = 1; 2; : : : ; 16(the key shedule in reverse order). Now run the DES devie on C; using K 0i instead of Ki: We haveIP (C) = (R16; L16); and thusL00 = R16 R00 = L16L01 = R00 = L16 R01 = L00 � f(R00;K 01)= R15 = R16 � f(L16;K16)= R16 � f(R15;K16)= R16 �R16 � L15= L15In fat, by ontinuing this argument we getL0i = R16�i R0i = L16�iand hene IP�1(R016; L016) = IP�1(L0; R0) =MThus, deryption of DES is simply running the DES algorithm on C with the reverse key shedule.Note. The invertibility of DES is independent of the funtion f: Regardless of what funtion is used for f;deryption of DES works exatly as desribed above. This works largely beause the individual parts of DESare involutions | funtions that are their own inverses (g(g(x)) = x)2. Strengths and Weaknesses of DESUnder DES, enryption of 0 (plaintext onsisting of 64 zeros) under the key 0 produes:4



Plaintext 0000 0000 0000 0000 (in hex)L1 R1 0000 0000 D8D8 DBBCL2 R2 D8D8 DBBC E73A ED4F...L16 R16 BBEA 0DC2 1C20 87FCCiphertext 8CA6 4DE9 C1B1 23A72.1. Error Propagation. Small modi�ations in the plaintext should ause a lot of modi�ation in theorresponding iphertext. In partiular, we want that hanging one bit of plaintext auses one half of theiphertext bits to hange on average (strit avalanhe ondition).In the following example, the keys are the same and the plaintexts di�er only in the last bit:K = 056 P = (10)32 C = 3AE7 1695 4DC0 4E25K = 056 P = (10)31(11) C = 17D8 E9C3 74D1 4494Note that the iphertexts di�er in 34 bits. Statistially, they are as far apart from eah other as randomsequenes.Similarly, we want that hanging one key bit auses one half of the iphertext bits to hange on average:K = 056 P = (01)32 C = B109 FD80 3EB2 D05EK = 0551 P = (01)32 C = 451F 0C33 F24F B8DCAgain, 34 bits di�er between the two iphertexts.2.2. Cryptanalysis of DES.(1) Exhaustive searh: There are 256 � 1017 possible keys. If one key is tested every �se, the ompletesearh would take 2:2 enturies in the worst ase (1:1 enturies on average).(2) Parallelism: A searh mahine onsisting of 106 hips eah testing one key per �se (total of 1012keys per seond) would �nd a key in one day. Eletroni Frontier Foundation has built a DES rakerfor $250000 whih �nds a single DES key in 56 hours (tests 8800 keys per �se). A ombination ofthe DES raker and 100000 PC's on the internet has found a DES key in 22:25 hours (tests 245000keys per �se).(3) Time-memory tradeo� (Hellman): Shorten time by using a lot of memory | applies to any brute-fore attak on a ryptosystem.The time-memory tradeo� idea an be applied as follows. Fix the following notation:P = 64-bit plaintextC = 64-bit iphertextK = 56-bit keyDES : C = SK(P )Let P0 be a �xed plaintext blok, for example, 8 ASCII blanks (this is a hosen-text attak).De�ne f(K) = R(SK(P0)); where R is a reduing funtion whih throws away 8 bits.5



Start with m points SP1; SP2; : : : ; SPm seleted at random from the key spae f0; 1; : : : ; 256 � 1g: For1 � i � m let Xi;0 = SPi: Compute Xi;j = f(Xi;j�1) for 1 � j � t :SP1 = X1;0 ! X1;2 ! � � � ! X1;t = EP1SP2 = X2;0 ! X2;2 ! � � � ! X2;t = EP2...SPm = Xm;0 ! Xm;2 ! � � � ! Xm;t = EPmThe endpoints EPi = f (t)(SPi): Disard all the intermediate points and sortS = f(SPi; EPi) j i = 1; 2; : : : ;mgon the end points in asending order. The steps up to this point amount to a preomputation before startingthe real attak.Now, suppose someone selets a key K; and the ryptanalyst interepts C0 = SK(P0) (i.e., he knows whihiphertext blok C0 orresponds to P0). Let Y1 = R(C0) = f(K): He then heks whether Y1 is one of theendpoints in S (very fast sine S is sorted). If Yi = EPi; then either K = Xi;t�1 or EPi has more thanone inverse under f: The ryptanalyst an then hek for a false solution by heking that C0 = SK(P0) forK = Xi;t�1 (he needs P0 at this point). If no endpoint is Yi or we have a false solution, try Y2 = f(Y1)and ompare Y2 to the endpoints. If Y2 = EPi then K = Xi;t�2 or we have a false solution. Continue theproess on Y3; et. until we �nd K:Hellman proved that if f(i) is a random funtion and t2m = N = 256; the expeted probability of suessby this method is mtN = 1t :Here N = 256; so if we set t = 3pN we get 1=t � 10�6 (small probability of suess). Thus, in order to get anexpeted probability of suess loser to 1; we ompute t � 106 tables like S; where for eah of these tableswe use a di�erent reduing funtion R: This yields:Expeted time: tt = t2Expeted memory: mt = t2 (sine m = t = 3pN)2.3. Analyti Attaks on DES. If a ryptosystem is linear thenC = AP +BKwhere C is the iphertext, P is the plaintext, K is the key, and A and B are matries determined by thesystem (A and B are publi). Note that B may or may not be square. To derypt:P = A�1(C �BK) :A ryptanalyst an easily mount a known text attak (P and C known) as follows:BK = C �APBTBK = BT (C �AP )K = (BTB)�1BT (C �AP )Thus, linear ryptosystems are not seure (Hill ipher is a simple example). What about DES?6



If DES were linear, we would have the following matrix sizes:A : 64� 64; B : 64� 56;K : 56� 1; P : 64� 1; C : 64� 1In DES, the expansion operation E; the permutations, and XOR are all linear. All that is left is the S-boxes| if they are also linear, then DES is linear (and hene inseure).If the S-boxes are aÆne, i.e., y = Gx+ h; whereG is a 4� 6 matrixh is a 4� 1 matrixx is the 6� 1 inputy is the 4� 1 output,then we an �nd a matrix H suh that for DESC = AP +BK +HK = (BTB)�1BT (C �AP �H) :Thus, an aÆne ipher is as easy to break as a linear ipher using KTA (note A; B; and H are publi).Suppose the DES S-boxes were aÆne. If we modify only 4 entries in eah of them, the resulting S boxesneed no longer be aÆne, but aÆne ryptanalysis would nevertheless yield a solution one time in 3870: Tosee this, note that there are 60=64 unmodi�ed entries in eah S-box, 8 S-boxes in total, and 16 rounds, sothe probability of running DES without aessing any of the modi�ed S-box entries is�6064�8�16 � 13870 :Thus, linearity or aÆneness an be exploited if the ryptosystem is lose to being aÆne or linear. Thistehnique is alled linear ryptanalysis (M. Matusi, EUROCRYPT 1993), and will break DES in time 243(better than exhaustive searh), and Matusi atually used this method to beome the �rst person to reovera DES key in 50 days using twelve workstations. However, this attak is a known text attak and requires243 mathed pairs of plaintext and iphertext (not very pratial in general).Di�erential ryptanalysis (Biham and Shamir, Journal of Cryptology, 1991): hosen text attak requiring247 hosen plaintext/iphertext pairs.Large-sale, parallel, brute-fore attak is the most pratial attak.2.4. Strengths of DES.(1) No S-box is aÆne(2) No portion of an S-box is aÆne.(3) The overall algorithm is not aÆne.(4) No S-box is translation invariant (S(x) 6= S(x+E))(5) Changing a single input bit to any S-box auses at least two output bits to hange.(6) P and E are oupled to guarantee that the four outputs of eah S-box are taken to six di�erentS-boxes at the next round.(7) Rapid error-propagation hinders a key lustering attak (testing a smaller set of similar keys)
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